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Abstract
On-line game service is the hottest game genre today, and one of majorgz game is
MOBA (multiplayer online battle arena) game. In M ames, oration of

team players and team strategy are vital elements toge ides the idual player's
game control capability. Thus important issue for the AOBA servi&ﬁviders is to detect
bad players showing abnormal plays or appearafces)in ga ith ‘'embedded malicious
intentions. Previous approach had been presentedto cope Witf?’such players; however
they have not yet shown any promising r(eﬁ(o judge%:h player. In this paper, we

propose an efficient and automatic a'bg player sion support scheme using

PageRank and normal distribution to nd j d players Our scheme computes
BPR (bad player ranking) for eac e used in service provider s final
decision to decide a specmc Usera abnorr% yer. Our scheme has main advantage
that it requires small compu al effortg:to identify bad players, because we utilize
PageRank algorithm whieh shows N t computation and information search
capability.

Keywords: MO N&upla ine battle arena), PageRank, Decision support
system, Bad pI
1. Introdu‘

The on-line gam %&et has been growing continuously. MMORPG (massively
multiplayer online maying game) genre and the RTS (real-time simulation) genre had
been popular, nq@é newly appeared MOBA (Multiplayer Online Battle Arena) games

are on the stag pecially, the ‘League of Legends’ from Riot Games, Inc. [1] became
the new --.-: n e-Sport by prevailing, the big market of North America, China and

the g allty of the game degraded by bad players. Basically, the architecture of the MOBA
game was designed to get victories through individual characters which have been grown
on the team strategy and collaboration of participants. Thus players ruining the
collaboration of team members or using vulgar terms should be regulated by limiting
chances to join the game or imposing appropriate penalties. Service providers of such
games have been proposed several approaches to the regulation but still finding bad
players in games and making right judgment on them remain as a difficult problem [2].

In this paper, we propose PageRank based decision support system to identify bad
players in MOBA games. The basic idea of the PageRank system says that the more
important page is the page which has more links to other sites than other pages, because it
was more important than other pages. We utilize the idea of PageRank, and we compute
JP (judgment point) and BPP (bad player point) for each player. JP is configured by the
average number of reporting and the time of game playing of the player and player's
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report time. If Players have higher BPP then their JP is decreased. Total JP of players
would remain unchanged but the effectiveness of the judgment on other players based on
the JP for one player would be decreased in proportion to the number of reporting of bad
players.

In this paper, the MOBA game will be introduced briefly, and ‘THE TRIBUNAL’
which is the most important institutionalized system on stage to find and judge bad
players will also be discussed. And the PageRank will also be introduced along with the
Decision Support System derived therefrom. In Section 2, we introduce what are MOBA
and TRIBUNAL, and review related technologies, and propose our idea and
computational algorithms in Section 3. We conclude in section 4 with future research

directions.
)

2. Related Works
On-line game is computer or video game using network like internet. |Z gaming
is a technology rather than a genre, a mechanism for cor%f}mg pla ther rather

than a particular pattern of gameplay [3]. Massively m}&s r onli s are possible
ul

to allow hundreds of thousands of players to p ether using the
Internet. On-line games can be the ability to con ti es. On-line games
are availability of wide variety of games for aII of g ers and some on-line

games don't need require payment. Figure 1 s comm icatton of on-line game player
and server. -\ {'QO
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Figure 1. Communication Architecture for Online Game System

2.1. MOBA Game and Abnormal Behavior

The genre of online game like MOBA is currently dominating the market of online
game with the growth of DOTA (defense of the ancients) [4] and LOL (league of legends)
[5]. Games of MOBA are called AOS (aeon of strife) or ART (action real time strategy)
which are types of the game managing Real Time Strategy originated from the Aeon of
Strife, the use-map in the Star Craft. Figure 2 shows the exemplar game play screen of
AOS, DOTA, and LOL.
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Basic configuration the MOBA game was designett to des e core base of
opponents by defeating opponent's players over @»- ense‘&r‘%nsiz d of soldiers called

Minions and fortress towers by mobilizing variolS combinatior” of selected 3~5 hero
characters respectively [1]. Figure 3 shows | forgnation of the map, small circles is
the location of fortress towers. Neutral rs are nor arranged inside the triangle

placed in the middle of the map to heﬁé&rowt}&f@roes.

&

Figure 2. (a) AOS (b) LOL (c) DOTA @PI?&QB

Figure 3. Typical Map of MOBA Games

Hero characters selected by players have various properties and skills and are
nourished by the level-up from growing and with combination of the items. ltems
can be purchased with moneys created by defeating opponent minions or opponents'
heroes, neutral monsters. Along with this victory, the experience marks required for
the level-up also increase. The experience marks or moneys also increase with the
incidents of providing aids to capture opponent heroes depending on the scheme of
games and some games allow corresponding buffs for predetermined period of time
when special neutral monster are captured. Experience marks or items are only
applicable to each only one game. Figure 4 shows buffs monsters of LOL.
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Figure 4. Buffs Megsters of LOk

There are many hero characters |n Q/IOBA ga@nd there can be mutuality

between hero characters but the cri V|ctory of the game will be the
player’s control capabllltles a orat eam players. Figure 5 shows hero
characters of LOL and DOT ave ove ero characters.

Figure 5. LOL and DOTA’s Hero Characters

The advantage of the MOBA game would be the rapidity in getting the
consequences compared to existing MMORPG games therefore players would not
spare much on-line time to foster characters. Thus the player’s proficiency of the
game and control capability, and collaboration of team members will be the
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essential key to success instead of nourishing characters by playing longer times and
contrary to MMORPG, player do not need to invest much time to gather moneys and
items for they will be vanished when games are terminated. It is also different from
RTS games required the production of various units to solve strategic problems
because the MOBA games require only one character in playing the game. In
MOBA games, heroes can be configured according to various story-telling
corresponded with player’s preferences thus players can select characters freely.
MOBA game has some bad player type like abusing, cheating. Abusing type bad
game player has malicious actions or abuse. Cheating type bad game player use
hack tools to win for game.

2.2. THE TRIBUNAL: On-line Bad Player Decision Support o
Bad players participated in games like MOBA cause big trouble if they pla itrarily
ignoring team strategy or team work. The Riot Games, Inc. providing adopted the
‘THE TRIBUNAL’ in the game to determine bad players [6]. Fig ws ‘THE
TRIBUNAL’ main page. ‘THE TRIBUNAL’ is an ins lized for players to
follow the Player’s rules and manners autonomousl %g ¢ gamfe. Players to be

reported several times as bad players by other pa pants are forwayded randomly to the
Tribunal where corresponding cases are configureehto’ be jud& Ity or not guilty (bad

or not) by votes.
d to th §gne Manager, and the player
rresp%n estraint. Cases in the Tribunal

The judgment from the Tribunal is fo
usually will be configured if the n fr ceeds certain limit. One mistake
committed by chance may b réﬁed to e Manager but it would not be
forwarded to the Tribunal unﬁ% unt of beingreported as a bad player is accumulated
up to a certain limit. The credit" of the

reported as the bad player will be put u

r who reported bad players will also be
considered in the Tribunal/thus the rom players who participated positively in
games and reported ba ers accor@ing to his/her considerate judgment will be counted
for much compare er playerS\issuing reports recklessly.

Figure 6. THE TRIBUNAL
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Generally, the good players obeying orders from the Player and playing fairly with
other participants would never be forwarded to the Tribunal and cases in the Tribunal are
normally configured considering the numbers of game playing. The case be reported 10
times as a bad player among thousands times of game playing would be more improbable
to be forwarded to the Tribunal than the case to be reported 100 times as a bad player
from 100 times of game playing, but cases committed excessive bad behaviors can be
forwarded to the Tribunal regardless of the number of the game playing. So the players
following general style of game playing normally would not be restrained while players
creating continuous negative impacts on the game would be put under restraint. And the
right scheme to make proper judgment on cases forwarded and configured by malicious
intentional reports from bad players shall also be considered.

2.3. Big Data based Approach and PageRank for Decision Support x)
Big data is non-standard data set or fixed form of mass beyond the abili o%e able to
collect data from one database. Produced Big data system4s npot of itional database
system like SQL from various resources like web page?,\@og fil jal media sites,
e-mail, documents, game playing log. Big data c efi ith the following

properties associated with it, variety data from, v@e elocity, vasidbility, complexity,
value [7]. Figure 7 shows Big data what is major NVolume is scale of data,

re fo
variety is data forms, velocity is data processi@eed, and \mty is uncertainty of data.

A
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Figure 7. Four V of Big data

Kwon et al., discusses about the rumor propagation in online social media and how
detect rumor [8]. Derive meaningful features related to the existing social and
psychological theories and among features (Temporal, Structural, Linguistic) find the best
set of features to discriminate rumors to non-rumor. Big data mining system needs Map-
Reduce. Map-Reduce has two step, Map step, the master node takes the input, divides it
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into smaller sub-problems, and distributes them to worker nodes. The worker node
processes the smaller problem and passes the answer back to its master node. Reduce step,
the master node then collects the answers to all the sub-problems and combines them in
some way to form output, the answer to problem it was originally trying to solve [9].
Figure 8 shows Map-Reduce diagram.
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Q Qg Q 8. Map-Reduce Diagram

PageRank algorlt@ to provide statistical inference unlike Dempster-Shafer's
evidence theory, n of the previous Bayesian inference theory [10]. The PageRank
is the basic algo@n the Google's Search Engine developed by Larry Page and Sergey
Brin as a in their study searched the new search engine [11-12]. It is an algorithm
based on F’%{ervation that pages which are more important would be linked with more
sites s@ages linked with important pages may have more importance than the other
p e PageRank assumes the model which queries and searches pages called
‘%m Sufer’ arbitrarily and the final rank of each page is derived from a certain
convergence of all weighted linked pages to respective particular rank value. The basic
calculation of page rank is illustrated in Figure 9.
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Figure 9. The Ca@ on oft@Rank
Each page has its own weight, and@es w ia\%}the division of the weights by the
number of links connected t e@ age N@ vered. Equation (1) below is the
dafg‘gla on.

expression for the page rank

. QQJ PR(U,@ Lf?f}t)»‘) )

Let Bu is the se ges poim,mg to page u, v is element of Bu. PR(u) and PR(v) are
rank scores 0 ndv. B@s the number of links from v. Then rank score of page is
determined et of links indicating the page and it is divided by the number of links
from it and th are added to each value of the linked pages.

Various methods PageRank have been proposed. Taher proposed PageRank
using Topic—Ser& 3-14] and Wenpu Xing et al., proposed Weighted PageRank

4

Algorithm [15]. iC-sensitive PageRank compute a set of scores of the importance of a
page with ect’to various topics. Weighted PageRank Algorithm assigns larger rank
values to%v important pages instead of dividing the rank value of a page evenly
among_i -link pages. Each out-link page gets a value proportional to its popularity.

S%eRank based Bad Player Identification Scheme

In this section, we propose our scheme to identify bad player which shows abnormal
behavior including abusing and malicious attack on other players. Figure 10 shows our
system architecture. Game database has players’ game play data include play time, report
time and link. Bad player rank has ranking of bad player and players, judgment point and
bad player point. Decision system find bad player for restraint using normal distribution.
In this paper, major features of the system are the '‘Judgment Points' and the '‘Bad Player
Points'. The Judgment Points' are determined by the number of games played per each
player and player's Bad Player Points and the Bad Player Points are determined who was
reported as a bad player by the other player.
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Figure 10. Syste@rchltectw

The pattern of overconfidence and ur)%t onfidenc erved in studies of intuitive
judgment is explained by the hypothe peo efbcus on the strength or extremeness

of the available evidence [16]. eb & r rank for evidence and normal
distribution for confidence.
3.1. Evidence Accumulation for@ layer Identification using PageRank

Algorithm
Player's Bad P @nts |§5 reated by the Judgment Points of the players who

reported play: playe ects player's Judgment Points. Figure 11 shows how
Bad Player

JPXX/

™
6‘1 \ |
\ BPxx BP 60
@ - Bad Player Rank

JP30 50 JPXX

Figure 11. The Calculation of Bad Point and Judgment Point for Bad Player
Rank
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The Judgment Points are configured by the average number of reporting and the time
of game playing of the player and player's report time. Total Judgment Points of a player
can be obtained by the equation (2) below. The Pt denotes the number of game playing
time of the player, and the Nr denotes the average number of game playing time per one
report of all players, and the BP is the own Bad Player Points.

P O]
Nr +BP

The Pt denotes the number of game playing of the player, and the Nr denotes the
average number of game playing per one report of all players, and the BP is the 'Bad
Player Points' of each player. The 'Judgment Points' applicable to n players (JP(n)) who
were reported by the player can be obtained from the following expression (3). x) °

JP =

R
Pln)= 7>< — 1
S = 3 Bp (n>1) Z
The value of Bad Player Points is the sum of JP div%ﬁ ti ayers reported
other players as Bad Player. Let Ru denotes the set

player as Bad Player then the value of Bad Playem ft
ort time of the other

the following equation (4). JP(k) denotes the va
kth player who reported the player as Bad Pla

& (k) {O @)
R

Number of line is player's Judg nts and who reported increase Bad
Player Points also Judgme&l s affecte

0 reported the
g( an be obtained by

he ranking of Bad Player can be
determined by the value of Bad Player P and the player having higher ranking can
be considered to have a b reer in of games. The value of Judgment Points of
one player applicable t er playerS\varies in accordance with the number of reporting
and the value of ints, thus\it was presumed to support the reasonable decision

making. \O
3.2. Confldegecm @Bad Player Identification using Normal Distribution

p 30% Bad Play Ranker and calculates who reported players'
reported and its variance. We use total ratio of restraint with
ation of bad player based normal distribution. If mean is 0 and
istribution is called the standard normal distribution or the unit normal
a random variable with that distribution is a standard normal deviate [17].
distribution is the only absolutely continuous distribution all of whose
distribution beyond the mean and variance are zero. It is also the continuous
dis tion with the maximum entropy for a given mean and variance. Equation (5)
below is normal distribution function

Our system select
ratio of restraint
reported for confj

distributi

1 (z—p)? )
= —F 2o
flz,p, o) o

This value is represented by a standard normal random variable. System determined by
the sanctions if player's standard normal random variable is lower than bottom 5% of the
value (-1.65). Figure 12 shows our confidence decision distribution curve.

22 Copyright © 2014 SERSC



International Journal of Multimedia and Ubiquitous Engineering
Vol.9, No.8 (2014)

045 T T T T T T

04 +

035

-1.65

Restraint

005

0

0.05

4 -3 2 - 2 x 4

Figure 12. Confidence E@I; ion D| tion Curve
Equation (6) below is standard no@rand Ie Z is standard normal random
variable and P is player’s ratl ain rted and P is total ratio of restraint

with reported 0 is standard ion of lot at

QJ h p (6)

if\tota rate i %wd standard deviation of total rate is 0.3% and player
> Bad PI% ints. Player A has 80% rate and player A has 60% rate.
rando able of player A is 1.82, it is over than -1.65. Player A
receives restraint. B ard normal random variable of player B is -1.82 it is under
than -1.65. Playe‘& ives warning. If standard deviation of total rate is 0.8%, standard

For example

normal random le of player A is 1.11 and standard normal random variable of
player B is«%% oth variables are more than -1.65 and they receive restraint.

4. Cog@ions

@is paper, we present a decision support system to find and identify bad players in
MOBA games. The most concerned factor for normal players to get the victory in the
MOBA game would be team strategy or team work along with personal skills. If such
games ruined by bad players fail to attract further players to join in then the service
providers would suffer a big loss. All the more, it would also be quite difficult to cope
with every report generated over million times in a day. Thus it was assumed that the
ranking system presented in this paper which exploits the value of Bad Player Points
would be quite helpful to control bad players in such games. It was also presumed that the
presented system can be applicable to other on-line games such as MMORPG. Our
proposed system scheme has main advantage that it requires small computational efforts
to identify bad players, because we utilize PageRank algorithm which shows efficient
computation and information search capability.
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