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Abstract

Audio identification technologies are becoming of increasing interest for
protection and digital forensic. In this paper, we propose an audio fragment i
system for efficient audio identifying applications in practice. To identif udio file
fragment, we have to decode it according to its format. Thus, wi precedef t classification

r&

of audio fragment using Support Vector Machine in a
fragment recovery is implemented by adding a maximum ra in front of the
fragment. Then we extract a chroma feature from to achieve audio
identification. The experimental results show the ‘tlons ormat classification,
fragment recovery and audio identification.

o
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1. Introduction s\

With the rapid transmisaﬂ digita %ﬂ and evolution of network technology,
numerous problems about iHegal dlstrl ve been caused recently [1-5]. BitTorrent is a
peer-to-peer file sharin ology SplItS files into many fixed sized fragments for
efficient distributio o@g [6]. Te.%vent illegal distribution of digital audio through the
BitTorrent, |dent| meth f &udio fragments of MP3 and FLAC formats were
proposed in Nn 19, 10 identification method is also used in forensic technology

@ that the w

under a hypo is correctly decoded.

In practical t&rms, most aldio files are compressed or encoded while we are distributing or
storing them. TherefJ&irst we have to decompress or decode the audio fragment, before
identifying the a ere are many kinds of compression methods, namely formats. In
order to efficien istinguish the format of fragment, we classify the formats of training
The classification method used in our approach is Support Vector Machine
is a powerful machine learning method because it is not limited by number of
imensionality [11-14]. In [15-18], researchers used statistical features, such as
dard deviation, byte frequency distribution, Shannon entropy, N-gram and
H ng weight to classify the formats. Because of strong compression and entropy coding
of audio file, it is hard to achieve high accuracy of classification only with statistical features.
Therefore, we use patterns of sync words as a feature, which is the combination of statistical
and structural features.

An audio fragment is obtained from randomly split audio file, which means it lost some
audio or metadata. Because of many audio fragments failed to be decoded and output
incorrect audio data, we apply a fragment recovery method to recover the audio. In order to
increase the probability of successful recovery as much as possible, we add a maximum
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similar frame header (MSFH) in front of the fragment. First of all, we collect many frame
headers from audio samples. Then we rearrange the headers by the probability of occurrence
of each property parameter in headers to form a header group. We search the group for MSFH
which is concordant with the property of the fragment.

Several kinds of audio features can be extracted from audio data, such as chroma, rhythm,
tonality and timbre [19]. The audio identification algorithm presented in this paper includes
chroma extraction and two-dimensional (2D) cross-correlation. The entire spectrum of
chroma feature is projected onto 12 bins which is representing the 12 distinct semitones of the
musical octaves. Because the chroma feature is a powerful representation for audio data, it is
suitable to be used to identify the audio fragment. The method of chroma extraction is based
on that of [20], which involves the beat tracking. A beat tracker generates a beat-synchronous
representation, which means there is one normalized feature vector per beat. The atch
algorithm of chroma feature is 2D cross-correlation using 2D Fast Fourier Tra
(FFT). The identification performance of 12 chroma features using 2D corr %much
better than that of [20].

The overall system view of the proposed methods is sh Rgure e receive a
fragment, the procedure of format feature extraction WI tlva ed. the extracted
feature will be classified by SVM classifier with t i feature he procedure of
fragment recovery search for the MSFH from t er g W er the fragment is
decoded, chroma feature will be extracted by the Procedure 'oﬂ\a dio feature extraction.

Finally, the original audio will be detected by us@D corsel@
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Figure 1. Overview of the Proposed System
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The rest of this paper is organized as follows. In Section Il, the method of format feature
extraction and audio fragment format classification are presented. In Section IlI, we present
the method of audio fragment recovery. In Section 1V, the method of audio feature extraction
and audio identification algorithm are presented. In Section V, we discuss the experimental
results of format classification, fragment recovery and audio identification. In Section VI, we
conclude the superiority of the proposed system.

2. Audio Fragment Format Classification

2.1. Format Feature Extraction

There are two types of pattern recognition approaches, namely structural and statlstlcal
approaches. The statistical patterns denote quantitative features such as mean, variahge nd
frequency, whereas the structural patterns denote morphological features such %ﬁ actic
grammar and interrelationship [21]. Recently, many researches of form ification
involve statistical approaches as in [15-18]. Because of the rapid growt apacity of
multimedia, many formats utilize compression methods duce t and lead to
generate high entropy data. Consequently, it is hard to a i
with statistical patterns. This approach propose

rid pattern¥which means the
combination of the statistical and structural features. p\\/

There are several encoded audio frames in udio fga ent. Some other formats call
them as packets, blocks or chunks. The frarr&sch form& its own sync word in front
of the frame. The sync word of each forma\ its pat play audio from any point of
stream, the sync word is used to quick ffic \@zte any positions of audio stream.
For instance, the sync word ofM 11 11{ 1’ and that of FLAC is ‘1111 1111
1111 10’ in binary representation I 23] horsrused the existence and quantity of sync

words to classify the formats: the sync \x mentioned above can be appeared in any
fragments of non-audio for ts To sol problem, we use the size information which

indicates the length bet f o sync

If there are K mats neelled to be classified, the set of entire sync words is
defined as S = {s VSkch ﬂ@e e sg = {bty,bty, ..., bty }, (k = 1,2,..,K) denotes
the sync wor@ h ormat. h indicates one bit value and the M, indicates the length
ofa s inb . For inst , M, =12 in MP3. An audio fragment with a length of N
is defined as F= {btl,bé,bt,\,}. Decompose F into N — M, + 1 subsets as follows:

Ul' Uz, . UN—Mk+1}' Ué( = {btc, btc+1, ey th+Mk_1}' (1)

c=12,..,N—M,+1,
where L&*yicates cth subset while analyzing a sj. The length and number of subsets
ding to M. The positions py = {cf,c5, ..., cf.} where s; occurred in F is

are varle i
define ollows:

The I, indicates the number of positions where match the s,. We define the set of all the
positions where S occurred in F as P = {p;,p,, ..., px}. The positions of different k can
be overlapped. The size information of each frame can be obtained from the parameters
followed by sj,. For instance, the size information of MP3 is calculated with the padding bit,
frequency and bit rate as in [24]. The function of calculating the length between two sync
words at cf, (i = 1,2,...,I) and cf5; is defined as If = G(c), thus, a set of lengths

Pk:{C|U§:5k:1§kSK} 2
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L = {15,1%,..., 1t } is obtained. If the word at ¢/ is equal to s, after shifting If,
fromcl_l, the word will be defined as available sync word. Hence, a set of positions of
available sync words C; = {cl,cz, . ,cc’,‘k} is obtained by using new positions p; = Ly +
pr as follows:

Cr = {clprNpr. ¢ € pr} 3)

The quantities of available sync words g, are constructed to form a format feature vector

x = (q1,92, ---,qx)- Even though the number of audio formats is K, that of final classes is
K + 1. The additional class indicates the non-audio formats. After extracting the x, a post-
processing is applied to the x, which consists of linear interpolation and quantization, to

obtain x = (qy,9z, ..., qx/r) Where 7 is interpolation ratio. \/,

2.2. SVM

The SVM proposed by Vapnik has attracted great interest in the re machine
learning. Because of the SVM is a very useful technlque Iasm@ and provides
better performance in terms of classification precision th e classific methods, it is

used to classify the format features in this approa nstructs t per planes called
Plus-Plane (PP) and Minus-Plane (MP) along the s % vecto&% wn in Figure 2. The
ns

SVM finds an Optimal Separating Hyper plane H) which eparate the feature vectors.

This OSH has the largest margin between th 0 hy\e anes. If the margin is large,

the result of classification is better. But nm\‘1 he patt hard to classify precisely. To

improve the performance of classmcat% feature vectors into a space of
14].

higher dimensions using kernel functi

Support Vector
O

. +1 class
PP

-1 class “MP \OSH

I

q1
Figure 2. SVM

Defining w as the normal vector of the hyperplane, b as the bias and x as a feature

point on the hyperplane, then the hyperplane is defined as follows:
w,x)+b=0 4)
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Where the {(w,x) indicates the inner product between w and x. The PP and MP are
defined as follows:
PP = {x|(w,x) + b = +1}

MP = {x|(w,x) + b = —1} (5)

The problem of maximizing the margin is called training of SVM. The margin is equal to

” T thus, the problem is turned to the one minimizes reciprocal of the margin as follows:

[||W|| _|_sz/71” /L] (6)
subject to
w,x;)+b=>1-¢&, for y, =1 .
w,x;)+b<-1+¢&, fory,=-1 ?\V
Yalw,x) +b) 2 1= &, & 20, Vi= (12, .., K/r) g? (7)

where y, is the class to which the feature vector belon s‘slac introduced
to deal with misclassifications and C is trade-off para f optimization
can be solved by the Lagrange dual problem as foIIoQ

K K/r <K
max [Z/L /: a; — /L /; 7_/1‘ o 4}’;<x¢w 8)
subject to 6

i ay: =0, 0§$\< c, @1 LK/ ©)
where «; is Lagrange muhp&er ning the Mized Lagrange multiplier as @; and

the number of support vectors v tfmn@ maximized weight vector is defined as
follows:
in1 QiYix (10)
Then the dISCFImIrla onis d fme as follows:
S @y, x;) + b (11)
Feature vegt 2 map e a space of higher dimensions by using a non-linear

mapping®. apabilit classification can be improved in this way. The SVM finds a
separated hyper”plane I@a space with the maximal margin. Furthermore, the kernel
function is defined as

K(xi,%;) = (D(x), D(x;)) (12)

Research%have been proposed many kinds of kernel functions. Here we just introduce

some of t hich are commonly used.
Lin el: k(x;x;) = (x4, %;)
@ mial kernel: K(x,i, xj) = ((x,, x;) + 1)37

2
Radial Basis Function (RBF) kernel: k(x;,x;) = exp (— M)

202

where the p and ¢ denote kernel parameters. The RBF kernel is used in this approach.
Thus the final discriminant function is defined as follows:

0 = sgn [ @uyare(x, x,) + b (13)
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The SVM is designed to deal with binary problems, which means the labels of classes are
two values: +1. In this paper, we need to classify K + 1 classes. The additional class
indicates the non-audio formats. Therefore, the binary problem is turned to a multiclass
problem. To solve this problem, we split it into several binary classifiers. Splitting the
problem into K + 1 binary sub problems, for instance, class one to the other classes, class
two to the other classes and etc.,

3. Fragment Recovery

An audio fragment is obtained from an audio file, which means it seriously lost some audio
or metadata. It is hard to decompress or decode the fragment especially when we lost the
metadata. If the size of the fragment gradually reduced, we cannot guarantee that therg will he

a frame header which contains the whole metadata. In order to maximize the pr of
recovery, we use the MSFH.

We collected many headers corresponding to each format from the internet{ T mber of
headers of kth format is defined as Hj. There are many types df parame ader, such
as sample rate, bit rate and the number of channels. We de numb f parameters in a
header of a format as D,. A set of values which er is defined as
follows:

v ={vl®, v, . v((",’;d) / d 1,2) Dk (14)

() th parameter is defined as

§)®ce in V¥ is defined as follows:

The number of headers which have valu
J\f(k D then the maximum probablllty of Qe 0

jD(k, a) _ arg (k,d) je[q, ](k,d)]} (15)
Then we select the v*® %ﬁ&\ as the’ |I|ty of %D and rearrange the headers

according to the descendi rder of N WhICh means moving the headers with the
values of the v(k D f& After gnalyZing D, parameters and D, rearrangements, we
remove the headers vhich hav. %ve values of all parameters and use the rest of the

headers to form adieagder group rding to the detected format of fragment, we search the
i p for @FH by decoding the added fragment. The header which can

entd e is the MSFH.

4. Audio ldentifi n

Since a beat ndamental to the perception of music, beat tracking is an important
procedure i puter simulation of audio signal. Although the audio components cannot be
completeq tified by people, we can track beats and keep time to music by foot-tapping.
Thus utational model of beats can be built to track the beats [25, 26]. First, the audio

erted into a time function at a low sampling rate. The strength of the onsets is
re d by taking the first order differences along the time. Summing across the frequency
without the negative values. A high pass filter is used to remove the slowly changing DC
offsets. To estimate a global tempo, auto-correlation is applied to the onset strength of the
whole signal. The tempo is a pace reference which usually ranges from 40 to 260 beats per
minute (BPM). After the beat tracker receives the best BPM, it tries to find optimized beat
times.

We can extract useful audio information from the chroma distribution. The chroma
features is composed of 12 dimensional vectors. Each dimension represents the intensity
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associated with a semitone. Each feature vector is recorded per beat. The 12 elements of a
feature vector capture the broad harmonic accompaniment and the dominant note. Using the
phase derivative within each FFT bin to get a better resolution estimation of underlying

" ‘\II
H

ot H

b

\H \ IH

chroma class

frequency and identify strong tonal components within spectrum. Figure 3 shows
chromagrams of an audio file and one fragment of it.
| HHHH MO
|“||H ||I‘| ‘\H ‘ “
HII’HIIIH ||||| H ‘\
II\ \H
‘ \‘IIHIH | 1] IH |I|| l H‘ Il HII\
or \I\ \HIHI “ | Il
‘ J I\ HIM\
(a) Chromagram of an audio file (b) Chro@n of 0
\Ii/ nt of It
The conventional matching algorithm takes_cros$=correlatio h row vector of the
chroma feature matrix and calculates the suann of t lation coefficients. Then it
and takes

1L
e
|
T
Figure 3. Ch:omagrams of an Audio @
shifts the positions of row vectors to the ~correlation again. After 12

rounds of shifts, it normalizes the correl efflc n d selects the maximum peak from
the coefficients as shown in Flgure dens ution of some row vectors of an
audio fragment may be close to t other a means the correlation between two
chroma row vectors of dlffereggk

ill be i ased when one of them shifts and leads to
errors. Therefore, we propose imprqQvi od to avoid such misidentifications. We
combine the 12 one-dime

nal (1D)$M(|) a bins to generate a 2D chroma pattern. It
reduces the similarity i hrema row vectors on correlation and obtains higher
accuracy of identifigati e

of 1

cal ﬂ% the matching speed and reduce the complexity by
using the 2D FFT, pute QQH ation. Finally, the audio with the max value among
the maximu is identi

'@to e the original audio.

@’Z’é
oF

Q)O
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Conventional Improved
identification identification

Correlation

maximum peak

| i : :
E i E Generate 2D i
! ! ! [chroma pattern| !
E Sum 12 times | E i
i : : 2D :
: ! E correlation i
: Shift  — i ! !
i Select | E

5. Performance Evaluation

The evaluation is composed of three ty experl he first one is to evaluate the
classification error rate of the fragme n The second one evaluates the
probability of recovering the audi ents t one evaluates the probability of

identifying the audio fragments. e frag ed in the experiments contain no file
headers or footers. Most of agments @Spllt from the song files including folk,
country, rock, classical and hiphop.

In the experiment of f ent for S|f|cat|on we evaluated three audio formats:
MP3, AAC and FLA trainin amples consist of 250 fragments randomly extracted
from 250 files. The pIe of 100 fragments randomly extracted from other 100
files. The per : sampl esponding to each audio format in the sample space is

25%. The re a pIe aré jign-audio format fragments, such as EXE, ZIP, PDF, and etc.,
The Table 1 s the cation error rates of three different classification algorlthms

with different Iength gments. The classification performance of SVM is better than
those of the other t orithms. The probability of classification is greater than 90% when
the length of fra s larger than 128 KB.
Table 1. ification Error Rates of Three Different Classification Algorithms
ngtehnt SVM Decision Tree Discrimli_nlz:l]rf'i71 ,rAnaIysis
128 KB 13.89% 14.81% 15.74%
256 KB 8.33% 9.26% 12.04%
512 KB 4.63% 6.48% 10.19%
1 MB 3.7% 3.7% 6.48%
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In the experiment of fragment recovery, we evaluated the fragments with the lengths from
128 KB to 16MB. The Figure 5 shows the probabilities of successfully decoding with 350
FLAC audio fragments. As it can be seen from the figure, the probability is growing tendency
with the increasing length of fragment and exceeds 90%.

102.00%

100.00%

98.00%

96.00% / V,

94.00% /
92.00% / r
0\_‘/
90.00% '
128KB 256KB 512KB 1MB 2MB Mj

Fragment.g;\
})dlng

Figure 5. Probabilities of cessful

In the experiment of audio identificaf e eva he audio with the recovered
Wlth

Probability

fragments. The experiment was cond cludlng (1) the accuracy of the
identification for the proposed nt lengths of fragments, (2) the
comparisons between the proposgd hod an nventional method, (3) the robustness
of the proposed method agai compres&%tack Figure 6 shows the probabilities of

successful identification w ia the Incre ber of fragments. As it can be seen in the

Figure 6 (a), the avera obablllt e proposed method is greater than that of
conventional metho b@ % wi h B fragments, whereas in Figure 6 (b), it is greater
than that of convent

0% with 128 KB fragments.

8@ment length of 256KB
%&: W

40%
30%

OO 20%
@ 10%
0%

50 75 100 125 150 175 200 225 250 275 300

Number of fragments

—e—2D correlation  =—e=Conventional algorithm

100%

Proba

(a) Probabilities of successful identification with 256 KB fragments
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Fragment length of 128KB
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30% \

_— e —
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Probability

50 75 100 125 150 175 200 225 250 275 300

Number of fragments \ 2
—e—2D correlation  =—e=Conventional algorithm v
(b) Probabilities of successful identification with 128 PgB frag r@
Figure 6. Probabilities of Successf tificat@

In practice, the audio files may be distributen erne eMr recompression.
0Sed

Therefore, we evaluated the robustness of the prop method recompression attack
with bit rate of 64 kbps, 112 kbps and 19 s. Figur shows the probabilities of
successful identification with 128 KB fra . As it e seen in the Figures, the
probabilities of conventional method ar le, Wi s those of the proposed method
\

N

maintain at around 80%.

—ea—2D correlation —e— Conventional algorithm

@ 50 75 100 125 150 175 200 225 250 275 300
@ Number of fragments

\ELProbabilities of Successful Identification with Bitrate of 64 kbps
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Bit rate of 112 kbps
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(b) Probabilities of successful identification with bi ate of 11

Bit rate of 192 @

90%

80%
70%
60%
*
50%

T N2

Probability

20%
10%
0%

*

50 100 \ 175 200 225 250 300
@ N@er of fragments
Q —o—ZD%flatlon —e— Conventional algorithm

bilities ssful identification with bitrate of 192 kbps

FI@; oéa@les of Successful Identification with Different

Compression Strengths

6 Conclusmn&

In this paper, amaudio fragment identification system is proposed for practical application.
Because mb%udio data are compressed or encoded when they are being distributed or
stored W@ to decompress or decode them according to their format before identifying
the au order to efficiently distinguish the format of a fragment, we proposed format

on of audio fragments using SVM. After the format is identified, we implement
fraggént recovery procedure by adding a maximum similar frame header in front of the
fragment. Then we extract chroma features from the recovered audio data and identify it by
using 2D cross-correlation. The experimental results show the precision of classification is
greater than 90% when the length of fragment is larger than 128 KB. The average probability
of successful identification of improved method is greater than that of conventional method

about 40% with 128 KB fragments.
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