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Abstract

The Internet of Things (10T) is a new evolution in technological advanc klng place
in the world today. This paradigm allows physical world obg;ts ino dings to be

connected to the Internet. This idea comes to life by uti WO ar re; the Sensing
Entity in the environment that collects data and ¢ ud and the Cloud
Service that hosts the data from the enwronmﬁ combination of wireless sensor
networks and cloud computing is becoming a popul ateg IoT era. The cold chain
requires controlled environment for sensitive p ts in orde them to be fit for use. The
monitoring process is the only assurance wh Isifa cs%v process has been carried out

successfully. Taking advantage of loT a% benefitsyto fionitor cold chain logistics will
result in better management and prod ndli aper looks at a system comprising

of Arduino wireless sensor netw k |vely loud which can be an ideal system to
monitor temperature and hum| fcold cha istics.
Keywords: Internet of Things; Wi nsor Network; Sensor Cloud; Cold Chain

logistics; Arduino; Xbee \
1. Introduction \\Q

Cold Cham‘ refers to ﬂnsportation of pharmaceutical products, biologics and
active ingredie con temperature environment. These temperature sensitive items
require such environment e very last stage of the cold chain so that they do not lose their
potency and is fit for u consumption. This applies to both high-risk and low-risk products
such as insulins, vae€inegs and blood products [1]. The counterfeit products are a real threat to
public health and s [2].

In the ea 90’s, Food and Drug Administration (FDA) and U.S. Department of
Agriculture A) began to convey the Hazard Analysis Critical Control Point (HACCP)

rqu ematic approach to food safety [3]. The same principle has now been applied to

ot ustries dealing with temperature sensitive products such as the pharmaceutical
industhy. The HACCP management system addresses various circumstances for product
safety and among them is the handling and distribution of the finished product. HACCP has
become universally recognized and accepted standard for product safety and has been adopted
by the WHO Standards Programme [4]. At every point in the cold chain, precautions are
taken to ensure that the external conditions do not have any effect on the quality and stability
of the products. Records of essential parameters such as temperature and humidity are
maintained to provide evidence of compliance with recommended storage conditions.

The 10T technology ties the physical world objects to the Internet and gives the flexibility
to easily monitor and manage them [5]. This body brings new perception to the way in which
we interact with our environment on multiple levels including cultural, business, social,
environmental, etc. [6]. The sensor entity which is emerging into 10T is wireless sensor
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network. Wireless sensor networks are spatially distributed autonomous sensors that monitor
physical or environmental conditions. Applications of WSNs are in the areas such as
structural health monitoring, health monitoring, environmental observation, habitat
monitoring, and tracking among others [7]. These networks can be composed of thousands of
small smart devices with computational capability and memory, one or more sensors and a
limited power supply. The continuous progress in emerging sensor technologies such as
WSNs has inspired 10T as this technology allows wide and cheap deployment of sensors on a
large scale.

The integration of WSNs to the Internet needs high performance computing and storage
infrastructure to perform real-time data processing and storage of data from W/SNs and
analyzing processed information to extract events of interest [8]. For this rgasomyCloud
computing is proving to be a promising technology to provide flexible compu 'ng%b(age and
software services in a scalable and virtualized manner [9]. Sensor cloud infra ure [10] is
le in present
times. Sensor cloud allows managing of physical Sensors Q fragtru . By utilizing the

|I d

a and processing them
have become simple. Many real life applications @ to the sensor cloud
including environmental monitoring, structural moni orlng, monitoring, agriculture,

health care, telemetry, etc. O

2. Literature Review &%\ \Q)
2.1. Related Work &\

In [11], the authors descrlbe a design and lopment of a Flexible Tag Datalogger (FTD)
to improve food and goo tlcs d sportation, storage and vending. The device is
composed of three temper umidity and light) and a microcontroller. The

¥h

sensor data is trans on an rared communication (as an alternative to the RFID
technology) to_en e c tlon with most common personal devices such as
smartphones o W|th |n mfrared port. The device was tested on bottled wine by
developing custG packa%' house the device to allow it to be easily wrapped around the
bottleneck. The flexib collects data of its environment once the bottles leave the
producer cellar for * When bottles arrive at the shop, the FTD attached to them

monitoring
and this

logistics. WSNs are a promising solution to the monitoring applications
explores the potential of this technology for monitoring fruit in storage and
tran n conditions. It focuses on two different commercial modules of ZigBee, Xbow
anc%. The experiments were carried out in experimental refrigerated chambers and the
remainders in a commercial store. The main parameters considered were the ratio of
measurement losses (%), battery life (minimum) and the influence of node location and on/off
operation of the cooling system.

Radio frequency identification (RFID) is an innovative and renowned technology that
supports all types of traceability systems in many different areas and the work in [13] presents
a temperature monitoring solution at the box level in the fish supply chain as part of the
traceability system implemented using RFID technology. The temperature is measured in two
ways; RFID data loggers are placed inside the box to measure temperature of the product and
on the box to measure the ambient temperature. Sensor data is available immediately at the
delivery by mobile RFID reader and afterwards stored in the database to be presented on web
to stakeholders and private consumers.
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Work in [14] also looked at the performance of ZigBee motes through experiments under
real conditions. The objective of the experiment was to test wireless sensor motes based on
the ZigBee/IEEE 802.15.4 protocol during shipment of refrigerated vegetables. The
experiment was conducted in a refrigerated truck travelling through Spain and France. The
paper illustrated great potential of this type of motes that could provide information about
several parameters such as temperature, relative humidity, opening of doors and truck stops.

2.2. Technologies in this Work

2.2.1. Internet of Things: In the beginning, the Internet was designed only for computers so
that they could access websites, download contents or communicate with other co ters.
The evolution of technology resulted in surfacing of powerful and faster dev'ce%ﬂh higher
capabilities. With this evolution was the advancement of electronics techn@t at resulted
in development of smaller devices which had high proge capabidit d low power
consumption. Due to these devices, large networks of

ability to obtain and process information and act acge

s cap be ted, having the
gly. This&%pf connecting objects
r y in%? f such devices were a

b,
b

or things to the Internet goes back a few decades. Th

toaster by John Romkey and Simon Hackett and.a coffee pot b ntin Stafford-Fraser and
Paul Jardetzky in 1989 and 1992 respectivel;@ﬂ. The t% nternet of Things’ was later
coined by Kevin Ashton in 1999, the diré\;gr MIT Au?$ center, with the concept that
computers could get information abou % ithout any help from people and

eal wor,
giving information [17]. @ l\

2.2.2. Arduino: Arduino is an‘u;-source e%cro ics prototyping platform that is based on

easy-to-use hardware and software. It is a based platform with a single microcontroller

input/output pin for gor&aﬁon ntrol of physical objects and a development

environment for writi rithms for board. The platform grew largely out of “Do It

Yourself” situation %&d by th liferating popularity of rapid prototyping boards like

PIC and Wiring;a @l as the?e@n to the growing needs of artists and designers to easily
]

prototype intergctive works he Arduino devices have been developed to connect all
sorts of objects and its funchigmality directly relates it to 1oT.

2.2.3. Web 2.0: W is the second generation World Wide Web that is focused on people
to have the ability\to¥collaborate and share information online. Formerly, users could only
view or do ad data contents posted on websites but with this new web, the users have
more input d e nature and scope of the web contents and in some situations exert real-
time con er it.

2.2.4NNMobile Data Network: 3G mobile data network is the result of a decade of
development and evolution of GSM standard to support increased data needs. It allows
network operators to provide its users a bigger range of services due to bigger network
capacity via heightened spectral efficiency. The network covers a wide area of cellular
telephone networks which incorporates high-speed Internet connection and video telephony.

2.2.5. Near field Communication: Near Field Communication (NFC) is a wireless
communication protocol which enables short-range communication between devices through
high frequency to exchange data. Its root traces back to radio frequency identification (RFID).
It is based on radio waves where data is exchanged between an identification card (NFC card)
and a reader when brought together to a distance of about 4 centimeters.
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2.2.6. ZigBee: ZigBee is a communication protocol that uses small, low-power digital radios.
It is based on the IEEE 802.15.4 standard for wireless personal area networks (WPANS) and
is managed by the ZigBee Alliance. ZigBee is intended to be simpler and cheaper than other
WPANS such as Wi-Fi and Bluetooth. This technology is targeted at radio-frequency (RF)
applications which require low data rate, secure networking and longer battery life hence it is
the most widely used standard in WSNs. Sensor data are typically a few tens of bytes
therefore a high bandwidth is not necessary and ZigBee’s low bandwidth helps in fulfilling
the goal of low power, low cost and robustness [19].

3. System Architecture .
The architecture of the proposed system for monitoring cold chain logistic wn in
Figure 1. The system can be used in transport facilities that carry prod c from the
manufacturing site to distribution center or from one distrib on,center i er or from a
distribution center to the customer/consumer. The work the ng system is as

follows. Each package must have unique NFC tag to e@y elng transported.
The hub/Base Station of the system reads the p as t he truck. Inside the
truck, Nodes are installed at multiple places conta Ag te and humidity sensors.
Multiple nodes allow for a more robust monlt as |t cater for different temperature
%unlcatlon function that allows

points in the vicinity. These nodes also inc Iess

it to consistently send temperature and ity valu to e base station. The base station

gathers data from the nodes and prepa to Sensor cloud together with GPS

location of itself. The inventory a@n his pr%( from the NFC tags are emailed to the
i &ata IS use% Ioeate and trace the transport facility.

@ leely Web Portal

’ ;
\ Q \‘ Xively Server
l lmml Servetl

respective personnel. The loca

dee
O
Emanl

'd
Client

Figure 1. The Architecture of the System

4. Implementation of the System

In this section, we describe the implementation details of the proposed cold chain
monitoring system for logistics [20]. We will focus on both the software and hardware
development of the system as well as the configurations on the sensor cloud.

The hardware platform used for the system is Arduino. The overall components of the base
station include Arduino microcontroller (Mega 2560), 3G+GPS shield for Arduino from
Cooking Hacks, NFC shield from Adafruit, series2 Xbee shield and a battery. The sensor
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node consists of series2 Xbee radio, one temperature and humidity sensor and a battery. Table
1 shows the specifications of the base station and sensor node. Figure 2 shows base station
and sensor node deployed in the transport facility.

Power plug1

Figure 2. (a) Base s‘%)w@)

Table 1. Ha;d\g'gépecrf@ons
A

Hardware (. Specificatigns
Base Station &V‘WC and GPS module
Q) , 2.4 GHz

. 13266 MHz technology

Q) \& memory module
card slot
\Q N EEPROM

SRAM
RF module, 2.4 GHz
@ Temperature sensor
K Humidity sensor
N
The Xbee radio he capability to gather and transmit sensor data without the aid of

an external micro oller. Using Xbee for direct input or output reduces the overall size of
the network\ feduces power consumption, lowers the overall cost and presents less
complicate oach. Series2 hardware allows its first four pins to be configured as analog
i i pins of the Xbee were configured to read the analog values of the temperature
y sensors. The nodes send their measured sensor values to the base station at
rvals.

The base station, after receiving data from a node, prepares the data so that it can be
uploaded to the Xively cloud service. Xively sensor cloud is an open platform that provides
service to its users free of charge. When creating a new device on the service (Refrigeration
Chamber), Feed ID and API key is auto-generated to be used in Arduino program for
uploading data to that feed. The feed contains a collection of datastreams for each node in the
monitoring environment of the transport. Developer bench of Xively is used for visualizing
the incoming sensor data as well as the metadata that is the device location. Figure 3 shows
the developer workbench of Xively. The additional datastream is used for monitoring the
supply voltage of the nodes to be aware of the battery status.
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On Xively, the se (ﬁ'ba a are graphed for easy visualization. The triggers are one of the
important compo@s it allows setup of notification when certain events occur. These
notifications are linked to email address(s) of appropriate personnel to take evasive actions
during times’h%& events occur. Zapier is an important application for this task as it allows
automatin between web applications and they are Xively and email service. We define
the emgnts 3s shown in Table 2. For this experimentation, temperature range of 2-8 degrees
Ce% considered as the safe zone for products and a humidity value below 50 percent.
Emaildnotification is sent when any of the condition is met. Figure 4 depicts the email

notification sent by Xively as well as email generated at base station regarding the inventory
in the transport facility.

Table 2. Criterions for Trigger

eadings Event

Temperature > 7 Temperature above maximum threshold
Temperature <=7 Temperature returned to normal
Temperature >= 3 Temperature returned to normal
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Temperature < 3 Temperature below minimum threshold
Humidity > 50 Humidity above maximum threshold
Humidity < 50 Humidity returned to normal
Voltage < 3.5 Node voltage low
Carrier 1 NFC/RFID Tags Inbox  x
Abel

to me |- ,‘ ®
Carrier?! inventory: 107153167164.6115420235 Incoming Tags: 107153167164.6115420235 Outgoing Tags: \)
Node voltage Trigger for Refrigeration Chamber 1 nbox  x C f =

Zapier Alert <no-reply bwmaw@zapiermail.com= ° \lar
to me (= \
The node voltage has gone below 3.5 V. The reading was 3.10 at 201@08?@

Wisit this link to stop these emails: http//zpr.io/HTe8

Figure 4. Email Notification from leé\e\ﬁd Inv&ﬁary Information by Email

5. Conclusion N

The expansion of embe n& ﬁ'frastrui* as caused the deployment of wide
range of embedded syste our 9n onment which points out the need for
manageable and flexible wi ess sen or rk I0T is a solution which proves to be a
promising concept. W sed t %concept for monitoring cold chain logistics
that offers an easy %{/ ge and, reabtime monitoring using WSN and sensor cloud.
With the integratlo SN mf«%ructure to cloud, there are numerous benefits where
common processifig ompuﬁ@u and analytical tasks can be hosted on the cloud
service rathe the \W, itself therefore freeing the device from running heavy

algorithms and progra nce reducing power consumption and increasing the
network lifetime. Th visibility also increases which enhances the monitoring and
management of wi sensor networks.
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