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Abstract 

Security and privacy have emerged as important issues owing to the proliferation of social 

networking site. Sharing and distribution of relationship-based information on social network 

sites can have a serious impact on an individual’s activity; moreover, it can exert a negative 

influence on the overall information society. To solve security and privacy issues of social 

networking, we introduce a policy-based access control model to support access control 

based on privacy policies. Our system helps to protect users from potential dangers in social 

network environments. This work examines the practical applicability of the model by 

prototyping the system implementation method in the web environment. We also compare our 

research with other studies on privacy protection for social networks. 
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1. Introduction 

With the spread of new technologies such as location-based systems and smart 

phones/pads, frequency of usage of social network sites (SNS) has increased sharply. The 

latest report on the growth of social networking [12] suggests that it accounted for nearly 1 in 

every 5 minutes spent online globally in October 2011, and reaches 82% of the world’s 

Internet population  (see Figure 1).  
 

 

 
Figure 1. Status of social networking 

 

 
Figure 2. Cases of privacy breaches 

On the other hand, there is great concern over the dangers of social networking. According 

to a Sophos report [8, 10], 61% of respondents said that Facebook poses the biggest security 

risk on the internet. In other words, there are a wide variety of threats including spam, 

phishing, or malware attacks via social networks, as well as many potential personal issues 

should individuals’ profiles be breached. According to the Korea Internet & Security Agency 

[5], the number of privacy breaches involving SNS increased to 122,215 last year from 

54,832 the previous year, as shown in Figure 2. According to these records, the public sharing 
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and distribution of personal data led to the disclosure of details including addresses and 

personal relationships. Therefore, it is very important to understand the associated privacy 

policies on SNS. To address this issue, we introduce an access control model (PACM) to 

support the privacy policies of social network environments.  

 

2. Related Works 

With SNS usage booming, concerns about the easy access to personal information 

have also risen. In this section, we briefly discuss other security proposals. There are 

several works concerning SNS related to security policies. In order to protect personal 

information from being publicly shared, Facebook [8] provides various security and 

privacy settings. These are designed to help users protect their personal information and 

accounts. Schneier [6] discussed and compared some of the existing self -management 

mechanisms of three social networking applications, namely Facebook, MySpace, and 

LinkedIn. His work suggested different aspects for dealing with trust. However, their 

approach disregarded important privacy policy settings in SNS. Our approach presents a 

systematic and comprehensive privacy policy based on the purpose, condition, and role 

of the user (these terms are defined in Section 4). Choi [2] suggested a model based on 

a Privacy-policy Management (PpM) Server, which allows access to shared personal 

information to be controlled by the owners of that data. However, Choi did not consider 

role-based access control (RBAC) features, such as permission based on roles and 

constraints. In comparison, our work supports RBAC[7, 11] and can restrict anonymous 

or unauthorized access to personal. Geng et al. [3] presented a personalized privacy 

management framework that allows users to participate in privacy management. Their 

proposed approach uses text analysis to classify the privacy policies. They claimed that 

their framework makes privacy policies easier to read and understand than the existing 

presentation. Even though their approach mainly attempted to specify privacy policies, 

it is difficult to clearly separate different policies. In this paper, our approach illustrates 

a secure access control model based on the privacy policies of social networks.  

  

3. Motivation 

Many people even avoid SNS for fear of more serious threats, namely the theft and misuse 

of their personal information. Given the rising popularity of SNS, issues of security and 

privacy are becoming more important [1, 4, 6]. In particular, social networking relationships 

between people have led to dangers involving individual profile breaches and the unwanted 

access of personal data. We can classify the privacy issues of social networks as either 

identity issues, policy issues, or access control issues. We have analyzed the factors behind 

each of these issues, and present the associated threats and vulnerabilities in Table 1. 

Table 1. Analysis of privacy issues related to SNS 

Issues Factors Threats and vulnerabilities 

(1) 

Identity 

issues 

Weak authentication 
SNS performs weak authentication based on a single username 

and password 

Identity theft 

(e.g., fake profile) 

False profiles are used for advertising or marketing within a 

particular network of friends 

Difficulty of 

complete account 

deletion 

Although it is easy to remove their primary pages, secondary 

information such as public comments on other profiles cannot be 

completely deleted 
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(2) 

Policy 

issues 

Ambiguity of policy 

wording 

Privacy policies tend to be vague in specifying what is and what 

is not personal information 

Vulnerability to user 

carelessness 

Users’ privacy may be under even greater threat from images 

posted by others 

There is often a tendency to accept friend requests without 

checking their authenticity or suitability 

(3) 

Access 

control 

issues 

Ease anonymous 

access  

Anyone with a valid e-mail address can join any network 

Unknown people can access public profiles 

Secondary data 

collection 

Private information is directly accessible by profile browsing 

Lack of transparency about certain data collection practices by 

allowing searches 

Negative or hostile 

use of  data without 

consent 

Information disclosed can be used for negative service purposes 

such as targeting and the transfer of data to third parties 

Hostile users can retain information from SNS profiles for 

negative use  

To overcome these issues, we suggest a policy-based access control model to solve the 

issues of the protection of privacy. 

 

4. Policy-based Access Control Model (PACM) 

Our proposed PACM aims to protect the privacy of its users’ personal information. It 

securely manages private information, and helps to control secure access to authorized users 

based on privacy policies. PACM consists of three distinct parts: an Integrated Authentication 

Mechanism (IAM), an Access Control Handler Mechanism (ACHM), and a Privacy Policy 

Controller Mechanism (PPCM). An overall view of the system is shown in Figure 3. 

 

 
Figure 3. PACM 

 

In this model, the IAM is based on identifying the user and the mobile device, such as a 

cellular phone, a smartphone, or a tablet PC. This is a method of identification that combines 

user authentication based on certificates or a username/password with device authentication 
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based on dynamic information. The dynamic information, called context information, relates 

to the user’s current activity and location, and may be aggregated. This authentication method 

may involve verifying whether a mobile device is suitable for SNS, in terms of reliability, as a 

prerequisite to allowing access to disclosed personal information on the SNS.  

The ACHM is given authority according to that of the authenticated user through the IAM. 

Access control is enabled based on the role, purpose, and condition defined below. A role is 

dynamically assigned to a user depending on their authentication factors. In order to apply 

this mechanism to SNS, we have identified the following features: 

 A set U of users, u is an individual who can use online SNS 

 A set R of roles, r is a group of authorizations and responsibilities based on common 

properties; here, the role may or may not be ‘friends’ 

 A set Pu of purposes, pu is the type of service, such as ‘search’ and ‘marketing’. It 

contains privacy policies with regard to collection, use, sharing, etc. 

 A set C of conditions, c is defined as an essential requirement that must be met or 

fulfilled by privacy rules, policies, and guidelines 

 A set D of data, d is defined as a user’s personal information such as profile page, status 

 A set O of obligations, o must be performed after an access action is executed 

 The set of Privacy Constraints PC = {( pu, c) | pu ∈ Pu, c ∈ C}, pc satisfies the privacy 

requirement given by r 

 The set of Privacy Access Permissions PAP = {(pc, d, o) | pc ∈ PC, d ∈ D, o ∈ O} 

  The requirements relationship of these features can be defined as follows: 

 User Assignment UA ⊆ U × R, a many-to-many function users to role assignment 

relation; u is a member of r 

 Privacy Access Permission Assignment PAPA ⊆ R × PAP, a many-to-many function 

mapping permissions to role assignment relations; r is given pap ∧ pap requests to 

access d (if d is released to u) ⇒ r is authorized to access d 

In this case, data is defined as the information disclosed by a user, such as their interests, 

preferences, or other private information, and it is important that this is classified by 

importance. Table 2 presents our proposed hierarchy of information importance. 

Table 2. Classification type of personal information 

Level Description 

Private data Critical personal data that is associated with registration information  

Restricted data Users should be informed before this data is disclosed to selected parties 

Semi-public data This should not be disclosed to anonymous visitors, but is freely available to 

selected parties(friend  groups) 

Public data Public data made accessible by all SNS, including to anonymous visitors 

The PPCM securely manages the personal data disclosed by a user in the social network 

environment. The purpose of collecting personal or sensitive information is clearly stated by 

SNS, and it is important to gather a minimum level of data on SNS users. Unique identifying 

information, such as a social security number, is not stored, or, in the case of Korea, is only 

used for encryption. Korea’s privacy law is contained in the Personal Information Protection 

Act (PIPA) 2011. This includes a requirement that the individuals involved must be notified 

in case of a data breach. For this reason, the PPCM proposed in this paper issues privacy 



International Journal of Multimedia and Ubiquitous Engineering  

Vol. 7, No. 3, July, 2012 

 

 

147 

 

notices when such events occur. In addition, a user can set up a privacy policy for their 

desired security level, and this is automatically managed when making, using and collecting 

personal data. The privacy policy in this mechanism is built on XACML [9]. This policy 

document indicates the status of access control and specifies the privacy protection policies. 
 

5. Prototype implementation 
 

5.1. Algorithm 

Based on the model described in the previous section, we design the mechanism for the 

main composition module; the key point of our algorithm is that a mechanism protects 

personal information using the access control and privacy policies.  

Algorithm Policy-based access control 

1: 

2: 

3: 

4: 

5: 

6: 

7: 

8: 

9: 

10: 

11: 

12: 

13: 

14: 

15: 

16: 

17: 

18: 

19: 

20: 

21: 

22: 

23: 

24: 

25: 

26: 

27: 

28: 

29: 

30: 

31: 

32: 

33: 

34: 

35: 

36: 

37: 

38: 

39: 

if u ∈U ∧  isValidating(ucert, devcert) then 

resultAuth ←useMember(u);  

end if 

if resultAuth = true ∧  request d then 

      if select d ∈  D then 

            for each ri ∈  R do                   

                  if isEqualAuth(ri, u) then 

                        ruid ← assignRole(ri, u); 

                  end if 

            end for 
            if isSuitable(ruid) ∧  use pu ∈  Pu then 

                   for (c ← hasConditions(ruid, pu)) ≠ null do 

addRole(c); 

                   end for 

            end if 

            if (pc ← constraints(pu, c)) ∈PC ∧  isSatisfied(pc) then 

pap ← decideAccess(pc, d, obligation (ruid , pc)); 

            end if  

      end if 

end if 

if pap ≠ null ∧  isMatchedRules(pap) then 

      switch pap.auth 

            case permit: 

                  papa ← grant access to requested d; 

            case restrict: 

if pap.c ≠ null then 

                        if performCondition(u, pap.c) = true then 

                            papa ← grant access to requested d;  

                        end if 

                  end if  

                  if pap.o ≠ null then 

                        if pap.o ∈  N then   /* N ← {warning, confirm, alert, consent} */ 

                              performObligation (u, pap.o); 

                        end if                         

                  end if 

            case deny: 

                  papa ← deny access; 

      end switch 

end if 
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5.2. Prototype 

To demonstrate the feasibility of our model, we implement a prototype that provides 

protection for personal data and prevents the abuse of disclosed sensitive data in a real system 

environment. In order to provide privacy management based on access control, users operate 

an on-screen interface to set an appropriate privacy policy. Figure 4 shows that users can 

choose the trust group, which helps to set a user’s privacy policies and access control settings. 

This privacy setting shows detailed security information that makes accessing an open 

network safer. Using the button located at the bottom of the interface, it can convert a 

machine-readable XML format, known as XACML (see Figure 5). 
 

 

Figure 4. Setting up the privacy policy 

 

 
Figure 5. Convert XACML document 

 

6. Performance evaluation 

Existing systems use a privacy policy and access control, making it difficult to 

manage personal information in dynamic relationships. In contrast, our work supports 

access control based on the role, purpose, and condition, and provides privacy policies 

for SNS. Our proposed model securely manages the personal data and details being 

shared throughout the social networking environment. Based on the prototype of the 

previous section, the security evaluation criterion was applied to the authorization, 

access control, and policy settings. As shown in Table 3, our work is compared and 

analyzed against others [2, 3, 6] with regard to privacy policies and access controls in 

social network environments. 

Table 3. Comparative analysis 

Related works 

Security factors 

Schneier 

[6] 

PpM 

[2] 

Jianning 

Geng [3] 
PACM 

Authentication Certificate-based  √  √ 

Using dynamic context    √ 

Access control Authority based on data type √   √ 

Requirements based policies √  √ √ 

Policy setting Comply with laws  √ √ √ 

Automatic convert   √ √ 

Self-management   √ √ √ 
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We design a program to simulate its performance. It is given which demonstrates the 

safety probability of the users’ private information. Our simulation result is expressed 

by the graph of Figure 6. As shown in Figure 6, the number of users can be a value 

between 100 and 1000, and two lines in the graph represent that they allowed the same 

number of users to access data. Compared to the system based on existing policies, the 

PACM system shows better security performance, since our system is restricted  to users 

through privacy policies. 

 
Figure 6. Graph of the security performance 

 

7. Conclusion and Future Work 

In this paper, we discussed security-related issues as well as the status of SNS. To address 

the security and privacy problems of SNS, we have proposed the PACM for securely 

accessing personal data. Our model protects privacy based on access control, and it supports 

security features including integrated authentication and privacy policies. It also helps to 

provide security in social networking environments.  

Future studies will continue to focus on the design and development of our suggested 

model, and we will investigate how personal issues and data can be protected in SNS. 
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