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Abstract

Ad hoc networks are highly dynamic routing networks cooperated by a collection of
wireless mobile hosts without any assistance of a centralized access point. Secure Efficient Ad
hoc Distance Vector (SEAD) is a proactive routing protocol, based on the design of
Destination Sequenced Distance Vector routing protocol (DSDV). SEAD provides a robust
protocol against attackers trying to create incorrect routing state in the other node. However,
it does not provide a way to prevent an attacker from tampering the next hop or the
destination field in route update. In this paper, we propose an I-SEAD protocol to solve the
problem. A series of simulation experiments are conducted to evaluate the performance.

1. Introduction

Ad-hoc network is a computer network in which the communication links are wireless and
the devices on it communicate directly with each other. This allows all wireless devices
within range of each other to discover and communicate in a peer-to-peer fashion without
involving central access points.

An ad-hoc network tends to feature a small group of devices all in very close proximity to
cach other. Performance degrades as the number of devices grows, and a large ad-hoc
network quickly becomes difficult to manage.

To design an Ad hoc network routing protocol is challenging, and to design a secure one is
even more difficult. There are many research focus on how to provide efficient [1, 2] and
secure [3-6] communication in ad hoc networks.

The Secure Efficient Ad hoc Distance Vector (SEAD) [5] protocol uses one-way hash
chains to prevent an attacker from forging better metrics or sequence numbers. But SEAD
does not prevent an attacker from tampering other fields or from using the learned metric and
sequence number to send new routing updates. In this paper, we proposed a new protocol to
improve security of SEAD. We also conduct some simulation experiments to evaluate the
performance of our proposed protocol.

2. Introduction of SEAD

2.1. Second-order headings

In order to understand the route information, we list the notations used as follows:
H() is an one way hash function.

ti is the TESLA [7,8] time interval corresponding to the TESLA key that
currently uses.
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K, is the TESLA key of node A corresponding to time interval 7.

ti

MACy (M) s the computation of the message authentication code (MAC) of the

message M with K, .

RReq indicates route request.
RRep indicates route reply.
2.2. The SEAD Protocol

Secure Efficient Ad hoc Distance Vector (SEAD) is a proactive routing protocol, based on
the design of Destination Sequenced Distance Vector routing protocol (DSDV) [9]. Nodes
maintain distances to destination and keep information about the next hop in the optimal path
to a destination. SEAD routing tables maintain a hash value for each neighbor to prevent an
attacker to forge better metrics or sequence numbers.

The characteristic of SEAD is that it uses a one way hash function. Each node
computes a list of hash values 4, ..., h,where h, = H(h, ,),0<i<n , given an initial
hy. If a node knows H and a value A,, then it can authenticate any other values of
h,0<i<n.
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Figure 1. Routing table of node C on SEAD protocol
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The method used by SEAD for authenticating an entry in a routing update uses the
sequence number in that node to determine a contiguous group of m elements from that
destination node’s hash chain, one element of which has to be used to authenticate that
routing update. In Figure 1, the difference in the table of node C is the column of hash
values. The particular hash value from this group of hash values that have to be used to
authenticate the node is determined by the metric value being sent in that node.

Table 1. onception of hash chain in SEAD
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Let a node’s hash chain be the sequence of values 4, , k,, ... , h, where h, = H(h, ,) and
n is divisible by m, then for a sequence number i in some routing update, and let
k=(m/m)—i. An value from the group of hash values %, ,%,.;, --- > 5y, 15 Used to
authenticate the node. The example in Table 1 has m = 5 and n = 20, in which i denotes the
sequence number, j denotes metric, m denotes network diameter, and n denotes length of hash
chain. In SEAD protocol, the received node can verify the metric according to the received
hash value. Some malicious node can increase the metric and compute the corresponding hash

value. In this case, a potential shortest route will not be used.
3. The Proposed Protocol

3.1. Some Problems Using the SEAD

SEAD provides a robust protocol against attackers trying to create incorrect routing state in
other node by modifying the sequence number or the routing metric. But SEAD does not
provide a way to prevent an attacker from tampering the next hop or the destination field in
route update. Also, it can’t prevent an attacker to use the same metric and the sequence
number learned from some recent update message, to send a new routing update to a different
destination.

3.2. Our Enhancement on SEAD

In SEAD, the nodes exchange their routing tables periodically and broadcast their hash
value to their neighbors, so that the neighbors can verify the correctness of the value by one
way hash function. Because of the periodic and triggered updating, SEAD increases the
routing overhead significantly. And how do the nodes trust the correctness of the hash value
that they have received? In our proposed protocol, called I-SEAD, it can let the neighbors
check the correctness of the hash value and reduce the routing overhead.

We describe the procedure as follows. When the start node sends the route request, it
randomly chooses a number as a seed. The start node computes the list of values with the
seed. Before sending the route request, the start node computes its MAC value by its TESLA
key to protect its hash value. Each node can verify the received value after a period of time.
For example, given an authenticated #4; value, a node can authenticate 4, ; by
computing H (H(H(h,_, ))) and verifying that the resulting value equals 4, as in the SEAD.

3.3. Secure Route Maintenance

In Figure 2, the node D computes a list of hash values 4, &,, ..., h,, and encrypts A, by
its TESLA key. So that, each node receives the hash value could verify the correctness of the
message and could not modify it. Then, the intermediate node checks whether the hash value
originated from the destination node. The nodes in the routing path update their routing tables
including the start node and the end node.

Due to the feature of TESLA, the intermediate node can not verify the packet by the run, it
just appends its information on RReq and forwards it to the next hop. After a period of time,
then it is able to check the correctness of the RReq.
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(N2)  Verify H(.(H(hmy1ymn)) = Di(Ex(hy)
Compute hw/m)-1ym+2 = H(@wm)-14m+1)
Send h((n/m)_1)*m+2,Ek(hn)

Figure 2. I-SEAD Protocol

4. Performance Evaluation

4.1. Simulation Setup

We conduct a series of simulations to evaluate the performance of I-SEAD, and compare
with SEAD. We launch the simulation on NS2. NS2 is an object-oriented simulator
developed as part of the VINT project at the University of California in Berkeley. The project
is funded by DARPA in collaboration with XEROX Palo Alto Research Center (PARC) and
Lawrence Berkeley National Laboratory (LBNL).

The traffic is of constant bit rate (CBR). Each flow does not change its source and
destination for the lifetime of a simulation run. Each source node transmits data packet at four
512-byte data packets per second. The mobility model is with a pause time of 30 seconds. The
network size and the respective network areas are shown in Table 2,The size and the area are
selected so that the node density is approximately constant, which would properly reflect the
scalability of routing protocols.

Table 2. Network sizes and network areas
Size Area (m2) Size Area (m2)

100 1400 x 1400 800 4000 x 4000
200 2000 x 2000 | 1000 | 4500 x 4500
400 2800 x 2800 | 1200 | 4900 x 4900
600 3500 x 3500 | 1400 | 5300 x 5300

4.2. Comparison of I-SEAD and SEAD

First, we study the scalability of I-SEAD in networks with 100 to 1,400 nodes. Second, we
study the performance of [-SEAD with the pause time from 0 to 100 seconds. The number of
CBR flows is 20 in both simulation sets. Finally, we analyze the performance of I-SEAD
when the number of flows increased from 20 to 60 in networks with 400 nodes. In the
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simulations, we collect data for three metrics, namely, the control overhead, the packets
delivery ratio, and the end-to-end delay. Each data point in the graphs is averaged over 10
simulation runs, each with a different seed. Each simulation lasts for 600 seconds.

4.2.1. Scalability

In this series of simulation, we analyze the performance of I-SEAD when the network size
varies from 100 nodes to 1,400 nodes. The main purpose of source on-demand routing in
MANETs is to reduce the routing overhead. It shows that control overhead in I-SEAD
reduces significantly in Figure 3 because of the decreasing period updating packets. In Figure
4, we observe that [-SEAD shows lower packets delivery ratio than SEAD because of
periodic updates, SEAD has the latest route information. In Figure 5, I-SEAD does not reduce
the end-to-end delay. In order to reduce the control overhead, it costs a little time for initiating
a new route.
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Figure 3. Control Overhead on I-SEAD and SEAD (Scalability)
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Figure 5. End-to end Delay on I-SEAD and SEAD (Scalability)

4.2.2. Mobility

In this series of simulation, the simulations are run on networks with 100 nodes in the area
of 1,400 X 1,400 m” and with pause time varying from 0 to 180 seconds. In Figure 6-8, we
observe that the more frequent nodes move the more control overhead SEAD has. In SEAD,
periodic updating packets are needed. The SEAD and I-SEAD have similar packet delivery
ratio. If the nodes do not move very frequently, I-SEAD has higher packet delivery ratio with
pause time above 35 seconds. In order to reduce the control overhead, I-SEAD costs more

time for initiating a new route in ad hoc networks, so the end-to-end delay time is longer than
SEAD.
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Figure 6. Control Overhead on I-SEAD and SEAD (Mobility)
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Figure 7. Packets Delivery Ratio on I-SEAD and SEAD (Mobility)
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Figure 8. End-to-end Delay on I-SEAD and SEAD (Mobility)

4.2.3. Capability

This series of simulations analyze the performance of I-SEAD when the number of CBR
flow increases. The simulations are run on networks with 400 nodes in the area of 2,800 X
2,800 m”. The number of CBR flow increases from 20 to 60.

In Figure 9, we observe that [-SEAD saves more control packets per flow compared to
SEAD. This is mainly because I-SEAD does not have periodic route information. In Figure
10, the SEAD and I-SEAD have similar packet delivery ratio. That shows that SEAD and I-
SEAD have similar latest route information. I-SEAD does not have the latest route
information and it needs to compute the hash value for authentication. In Figure 11, I-SEAD
costs more time than SEAD.
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Figure 10. Packets Delivery Ratio on I-SEAD and SEAD (Capability)
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5. Conclusions

This paper has presented the design and evaluation of [-SEAD. Our routing protocol is
based on the SEAD to provide security and bring more benefit. I-SEAD provides the
authentication mechanism to prevent the malicious node from tampering the next hop or
destination field in route update.

We compare [-SEAD to SEAD and evaluate the effect of them. We find that the I-SEAD
in scalability, mobility or capability, has better performance but it costs some time to keep the
secure route. We analyze the results of the evaluations, and we think the time cost is
worthwhile.

Achieving a secure routing protocol is an important task that is being challenged by the
unique characteristics of the ad-hoc network. Our next research interest is to propose a secure
routing protocol with the least time cost.
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