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Abstract \‘% ’

With the emergence of cloud computing, many da ners out
to cloud server so as to enjoy high-quality data\storage se or the protection of
data privacy, sensitive data has to be encrypte?efore outsou , Which makes effective

e their local data

data utilization a challenging task. Althou ing sea ble encryption technologies
enable data users to conduct secure sea?sgr I encryp ata, the functionality of these
schemes need to be further improve isp r% construct a secure and efficient
multi-keyword ranked search sche ich's a& oth the semantic extension search
and the multi-keyword rank . The s ic extension is achieved through the
mutual information statistical ysis oﬁ%r s. And the multi-keyword ranked search

is achieved through a bal d binaryt ose nodes are the vectors of term frequency
(TF) values. The spILtti&ration ure transformation are utilized to encrypt the
vectors of index a% . Note that, the encrypted vectors can be well used to calculate
accurate relevan es. Ph terms are added to the index vector to blind the
search resul iSt statisti ttecks. Due to the use of tree-based index structure, the
proposed sc can the sub-linear search time. Finally, the experiments are
conducted to demonstrwﬁiciemy of the proposed scheme.

Keywords: multi- ord ranked search; semantic search; mutual information; secure
transformation; nced binary tree

1. Intro@on

ys, more and more attentions from industry and academia are paid to the cloud
co ing, which can provide huge resource of computing, storage and application [1].
Many people are motivated to outsource their local data (such as person health records,
tax documents, financial transactions, and so on) to the cloud for its cost-efficiency and
great flexibility [2]. However, the cloud server could only be semi-trusted, because they
may learn the information of users’ data and even leak users’ data to some others. To
protect data privacy, sensitive data has to be encrypted before outsourcing. However, this
will cause a high cost in terms of data usability. For example, the existing techniques
about keyword-based information retrieval, which are widely used on the plaintext data,
cannot be directly applied on the encrypted data [3].

In order to address the above problem, searchable encryption (SE) techniques are
proposed to provide secure search over encrypted data for users [4-8]. Song et al. [7]
proposed the first symmetric searchable encryption (SSE) scheme. The search time of this
scheme is linear to the size of the data collection. Goh et al. [8] proposed formal security
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definitions for SSE and designed a scheme based on Bloom filter. The search time of

Goh’s scheme is O where N'is the cardinality of the document set.

Many inchoate methods only achieved exact single keyword search. To construct
practical system, some researchers proposed the SE schemes to support multi-keyword
ranked search [9-14]. This type of schemes allows user to input several query keywords to
refine user’s query. The search results are ranked according to some scoring criteria. This
is a more practical type of technology. In order to deal with dynamic data collection, some
researchers constructed dynamic schemes to support addition, deletion and modification
document collection [15]. Specially, the dynamic search scheme has realized the
multi-keyword ranked search functionality [14]. Considering that people may make spell
errors when inputting query keywords, some researches proposed fuzzy keyword search
schemes, which mainly employ a spell-check mechanism to support tolerance ég’ni}or
typos [16-18]. These schemes mainly take the structure of terms into considegatiop/and
use edit distance to evaluate the similarity. They do not consider the ter d%zﬁtically
related to query keyword, thus many related files may be ozged

Semantic search is a wide used technology to retu e rela S to user in
plaintext search field [19-26]. In this paper, we sec and efficient
multi-keyword ranked search scheme, which oth he antic search and
multi-keyword ranked search into consideratio e se iC extension is achieved
through semantic relationship graph which isyconstructed sing the co-occurrence
statistics of keywords. The multi-keyword & search @S=achieved through a balanced
binary tree whose nodes are the vectors frequencN ) values. Splitting operation,
secure transformation and phantom are d) to protect the data privacy. The
proposed scheme achieves the r sear and can deal with the deletion and
insertion of documents flexmli dition, t arch efficiency of our scheme can be
further increased by conducting parallel sea on the tree index.

The reminder of the p@r is or s follows. In Section 2, we give a belief
introduction to the sy odel, t odeI and design goals. Section 3 describes
notations and preli S. Secti escribes our scheme in detail. In Section 5, the
search efficiency desc@e conclude the paper in Section 6.

2. Problen@r Ib@

A. System Mode
In the propose cheme the system model includes three entities: the data owner,
the data user, an cloud server.

t encrypted

index tree top-k ranked

result

cloud server

encrypted
documents

trapdoor
\ Data user

P <«————search control (trapdoors) r@ r&

@, L <«——access control (data decryption keys)—» % %

Data owner Data user Data user

Figure 1. Architecture of Ranked Search Over Encrypted Cloud Data

Data owner has a collection of documents 0 ={dt.d2....,

W={wi,we,...,

dn}and defines a dictionary of

the keywords W} from D . In the initialization of the system, the data owner
constructs an encrypted searchable index tree | from the data collection D , and calculates
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the inverted document frequency (IDF) values and semantic relationship graph (SRG) of
the keywords. Next, all the files inD are encrypted to generate an encrypted data
collection C . Finally, the data owner uploads both the encrypted index | and the
collectionCto cloud server, and distributes the secret keys of trapdoor generation and
document decryption, the IDF values, and the SRG to the authorized data users.

Data users are the authorized ones to conduct search operation on cloud. To start a
search, the data users take several keywords as input. First, the set of query keywords will
be extended according to the SRG. Secondly, the weighted IDF values of keywords in the
extended set are used to construct a query vector. Thirdly, phantom terms are added to the
vector which is then encrypted by the splitting technique and secure transformation.
Finally, the encrypted vector is used as the trapdoor which is submitted to the cloud to
search the related documents. After cloud server returns top- K matching encry files,
the data users can decrypt the files with the secret keys.

Cloud server stores the encrypted secure searchable index ! and t ction of
encrypted documents C. Upon receiving the trapdoor, the eloud serv @onsible to
execute search over the index and return the top- K rankethencrypted %}b the data user.
In addition, when the document collection has begpaupslated b whner, the cloud

server also has to update the index and document ection s e Server.
B. Threat Model

The cloud server is regarded as “honest-b ious] 1 r System. That is to say, the
cloud server honestly follows the deS|gn t ocols |t is curious to analyze the
stored information and learn addltlo orm t|o t the index and request. We
consider two threat models with dlff ttac ies as follows [9].

Known Ciphertext Model s mod cloud server can only access the
encrypted files, the secure i nd the su tt trapdoor. Without the decryption keys,

the cloud server cannot kn
Known Backgroun
information such as’

the pIamtexD»

el: In onger model, the cloud server knows more
requency, Mile frequency and co-occurrence statistic of the
statistical information, the cloud server could discern certain
ralyizing the Ii?b@e ch results or the encrypted index.

1 Gogls
To enable effective a %géure multi-keyword semantic ranked search over outsourced
cloud data under t ementioned model. The designed goals of our system are

following
Multi—keywo@mantic Ranked Search: The proposed scheme is designed to

support se ic extension search and multi-keyword ranked search. Dynamic operation
is suppor pdate the document collection.
Sea fficiency: The scheme aims to achieve sub-linear search efficiency by

e a tree-based index and an efficient search algorithm. In addition, the parallel
sg%can be conducted on the index to further improve the search efficiency.

Privacy-Preserving: Our scheme is designed to meet the privacy requirement and

prevent the cloud server from learning additional information from index tree and
trapdoor. Specifically, the privacy is preserved in following three aspects:

1. Index Confidentiality and Query Confidentiality. The underlying plaintext
information, including keywords in the index and query, TF values of keywords
stored in the index, IDF values of query keywords, and the co-occurrence statistic
of keywords, should be protected from cloud server;

2. Trapdoor Unlinkability. The cloud server should not be able to determine whether
two encrypted queries (trapdoors) are generated from the same search request;

3. Keyword Privacy. The cloud server could not identify the specific keyword in query,
index or document collection by analyzing the statistical information like
document/keyword frequency. Note that our proposed scheme is not designed to
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protect access pattern, i.e., the sequence of returned documents.

3. Notations and Preliminaries
A. Notations

® D _The plaintext collection, denoted as a set of " documents
® C _The encrypted document collection stored in the cloud server, denoted
C {Cl Cayeee n}

OW: —~The dictionary, the keyword set composing of M keyword, denoted
as W ={w,W,, ...,Wm}

D ={d1,d2,.. ,d}

® V% _The subset of W+ denoting the set of keywords in a search request.

\’% —The extensional semantic query keywords set for We. Yy
® T — The unencrypted form of index tree for the whole document set @
® | _The searchable encrypted tree index generated

e Q The query vector for keyword set\’ef0

® "%—The trapdoor for the search request. It |‘ cryp of

® Dv_The data vector for tree node V. Notg-that every nodeNpas a data vector Dvin the
index tree. Specially, the nodchan era Ie& e or an internal node of the
tree.

data vector Dy stored i |n n

o Score(D,, Q) The function to o@te t{?ﬁ@dmy score for query vector Q and

o k'"score _The smallest re evahce sc urrent RLISt which is initialized as 0.

@ hchild _The chrld a tree %&th higher relevance score.

o Ichild _The ¢ d of a treg no h lower relevance score.

B. Vector Spa

Vector sp el |s popular similarity measure method in plaintext
information m al, w, upports both conjunctive search and disjunctive search [11].
Moreover, the vector sp pports multi-keywords and non-binary presentation. Scoring
is a natural way to elevant documents. In this paper, the documents are ranked
according to the ¢ F rule”. In the proposed scheme, each document is represented

document, a search request is expressed by a query vector Q@ , whose elements are
the no d IDF value of query keywords in the document collection. Finally, the

data vector Pvon queryQ is calculated by the inner product of the two vectors:
Score(D,,Q)=D,-Q= > TR, xIDFy
ne , (1)
Where THW denotes the normalized TF value of keyword Wi stored in index vector P

by a data vegto , whose elements are normalized TF values of keywords in this

"is calculated from index vectors in the child
nodes of v. If the index vector Dy is a leaf node, THw is calculated as:

TH,w =TFd,Wl/ f z (THd,w ,)
W eW , (2)

Where THRdw " =1+InNdw  anq Nd.w denotes the number of keyword Wi in document @

In the search vectorQ, IDFw denotes the normalized IDF value of keyword Wi in
document collection, and is calculated as:

vis an internal node of the tree,
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IDFy = IDRM/\/W_ o

Specially, 'PFw’denotes the IDF value of keyword Wi in the document collection, and
is calculated as:

IDRw " =In(1+ N/NW) (@)

Where N denotes the number of documents that contain keywordWi , andN denotes
the total number of documents in the collection. To meet the need of data users,
top- X relevant documents based on the scores are chose.

C. Keyword Balanced Binary tree

The keyword balanced binary (KBB) tree in our scheme is a dynamic data structure
whose node stores a vector D, The elements of vector D are the normallzed TF es.
Sometimes, we refer the vector D in the nodeV to Dv for simplicity. Forma deV in
our KBB tree is defined as:

v=(ID,Dv,R, R,FID), % ©)

Where ID denotes the identity of nodeV, P and P 2 ec ive inters to the left

and right child of nodeV. Here, if the nodeV|s f node th ree, FID stores the

identity of a document, and Pv denotes a vecto onS|st|ng of ormallzed TF values of

the keywords in the document. If the n an snte%xl node, FIDis set to null,
and Dv denotes a vector consisting of the lues Whlcmﬁ calculated as:

Dv[i]=max{v.R —>I§ D@l ,m. ©6)

The detailed construction e of thp based index is presented in next

section.

D. Secure k-NN computation N
Secure K -nearest nei k-NN) ation is such a method which can encrypt the
vectors, and the encr; vectors ¢ till be used to calculate the accurate distances
2728]. Dur'&ihthe encryption process of secure k-NN, a vector will

sctors. 'N@sp itting technique is secure against known-plaintext

will be multiplied with the inventible matrices. Here, we

need to calculate the d duct of two encrypted vectors, and denote the data vector
asPvand the query v asQ . The secret key is composed of one M bit vector asS and
two Mxm invent}.@natrices as MM} - Eirst. Qs split into two random vectors
as{Q"Q”}, nﬁDVvl split into two random vectors as(®v D3} The vectorSis used as a

splitting i or. Specifically, if the I it of Sis 0, Dilil and Pl are set as the same
D[]
as

ile QUi and Qi are set to the random numbers so that their sum is equal
tc@. If the 1M bit ofSis 1, the splitting process is similar except thatPv and @ are
switched. Next, the split data vector pair{DQ'Ds}is encrypted astM." DM, 'DC}, and the
split query vector pair{®Q%is encrypted ast™:'*Q"M: Q" Finally, the formula to
calculate the score is:
Score(D,,Q) = (M;D})-(M;'Q) +(M;D})-(M;'Q")

=(M;D;)"M;"Q"+(M;D;)"M;'Q"

=D,"M,M,'Q"+D]"M,M,'Q"

=D,-Q'+D!-Q"

:DV.Q. (7)

After be split and transformed, neither query vector nor data vector can be guessed by

analyzing their corresponding ciphertext. In addition, the Eq. (7) shows that we can
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calculate the exact dot product of data vectorPvand the query vector Q by using their
encrypted forms.

E.Semantic Relationship Graph

In this paper, we will construct the semantic relationship graph (SRG) by computing
mutual information among keywords. Here, the statistical method proposed by Church
and Hank [29] is adopted. For two keywordsXand Y, their mutual information ' ¥) is
defined as:

p(x.y)

I(x,y) =1
O =0 50 ny) -

Where PO and POY) are the ratios of documents that contain the

keyword X and ¥ respectively, and P*¥)is the ratio of documents that containWﬁe
keyword X and the keyword Y . In this paper, the mutual information is norfal%ﬂimto as

interval @ as:

1(x,y) :(X y)
(9)
Where 'max denotes the max value in the all ml.‘ ) , and & is a factor
used to scale' Y so as to adjust the |mporta of the exte eywords in the search.
Figure. 2 shows a small scale semap onshrp h, whose nodes denote the
keywords and edges are the normallz aI mform\on between the corresponding
two keywords. Here, the factor @ is s Hank [29] suggested that there is
a genuine association betwee X when% 0 . Thus, we only add an edge
between two nodes when th aI information etween them is greater than 0.

=)
&@@gh

ure 2. An Example of Semantic Relationship Graph

Proposed Scheme

In this paper, we exploit the KBB tree together with the semantic relationship graph to
achieve semantic and privacy-assured multi-keyword ranked search over encrypted cloud
data. First, the construction of unencrypted KBB tree is introduced. Secondly, the search
process on the unencrypted index is presented. Thirdly, we introduce construction for
multi-keyword ranked retrieval search scheme which add the encryption to construction
of the index and query trapdoor.

A. The Construction of Unencrypted Index Tree

In the Section 3, the construction of the nodes of the KBB index tree is briefly
introduced. In the process of index construction, we first generate a tree node for each
document in the collection. These nodes are used as the leaf nodes of the index tree. The
values of leaf node are the TF values of keywords in the corresponding document.
Secondly, the internal nodes of the tree are generated based on these leaf nodes according
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to the formula (6). The construction process of the index tree is presented in Algorithm 1;
and an example of unencrypted index tree is shown in Figure. 5. Following are the two
symbols in Algorithm 1.

o CurrentNodeSet _ The set of current processing nodes which have no parents. If the

number of nodes is even, the cardinality of the set is denoted as 2h(heZ”) , else the

cardinality is denoted as 2" +D

o TempNodeSet _ g oot of the newly generated nodes.

Algorithm 1  Index Tree Construction

BuildIndexTree(D) > T .

N

procedure
1. Initialization: Input the document collection D ={du,dz,....dn} ¢ geﬁtlflers

FID={FID|FID=12....n}. pafine a function Ge”'D tosgener. ue identity
for each tree node.

2. Pad data to all nodes of index tree:
:‘

Define the data structure of each node as "

%)ﬂ the index tree;
for(each document dFP jn D )/*set the tructure Ef leaf nodes, as Figure.5*/

SetV.lD:GenlD() V_P =null V.P..I FlD:ﬁ

D[I] TFdFID Wi fOI’ (1 2 \

InsertV to CurrentNodeSet, - K\
end for

for (the number of néj in Urre“tN@t is larger than 1) do

eSet js even, i.e.2N) then

if (the number@ smCuw e,
for (eac nodes Vand¥" in CurrentNodeSet ) do
Genexdted arenb@orv' andV";
V IDO ) = ’,V'Pr =V”,V.FID =0, Dv[i]zmaX{V’-Dv[i],V”.Dr[i]}

odeSet

InsertY to :
end f
e number of nodes in CurrentNodeSet jg odd, j.e, (2h+1) */

els
@&@ch pair of nodes ¥ and"" of the former (2" ~2) nodes in CurrentNodeSet ) g
Q nerate a parent node " forV and V" ;

@ InsertVto TempNodeSet .
end for

Create a parent node V2 for the 2" =1 _th and 2h -th node, and then create a parent
nodeV for VL and the (2N +D _th noge:
Insert to TempNodeSet :
endif  /*if (the number of nodes in CurrentNodeSet js even, i.e. 20 )*/
Replace CurrentNodeSet yjth TeMPNOdESet oy ey cleqr TEMPNodeSet .
end for  /* for (the number of nodes in CurrentNodeSet s |arger than 1)*/
return the only node in CurrentNodeSet namely, the root of index tree T ;

In the index, if 2u[1#0¢or an internal nodeV, there is at least one path from the
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nodeV to some leaf, which indicates a documentd containing the keyword Wi . In addition,

Dufi] always stores the biggest normalized TF value of Wiamong its child nodes. Thus, the
possible largest relevance score of its children can be easily estimated.

0.7]0.1]0.7]0.1] [0.8]0.4] 0]0.4] x)'
[0.5[0.3[0] 0.8 ][0 0.6[0.7 0.3 [0.7]0]0.7[0.1|[0[1]0].0 . @Cﬁ

Figure 5. An Example of the Tr

An example of the tree-based index is iIIust@ in Fj%x?where the document

collection ® ={di [1=1..- 8} 5ng cardinality o?»e dictio In the construction
process of the tree index, we first gen'e af nodee\@w the documents. Then, the
internal tree nodes are generated bas the Iea@o es. This figure also shows an

is equal to (0,0.92,0,0.38) | this

example of search process, in ery ' '
example, we set the param te Wlth th aning that three documents WI|| be

returned to the user. Accordin the sea algorlthm the search starts with the root

node, and reaches the firstdgaf node rll and r22. The relevance score of d4 to
the query is 0.92. Afte the Iea d3 and d2 are successively reached with the
relevance scores O. e leaf noded1 is reached and replace d3 in RList
Finally, the a or ill tr ch subtree rooted by r12, and find that there will be
no reasonab’ in thls ee because the relevance score of r12 is 0.52, which is
smaller than maII ance score in RList . Finally, the search results include d4,
d3, and d1.

B. Search Proc Unencrypted Index Tree

The search p of our scheme is a recursive procedure upon the tree, named as

normalize alues between its child nodes, it is easy to determine which sub-tree can
be firsm rched in the light of the query vector. The search starts with the root node.
Fi , the search compares the inner product of the two child nodes of root node, and
t cides which sub-tree is preferentially searched. After that, this procedure is

executed recursively until the top- K objects is selected.

‘Greedy ]igg;ir Search (GDFS)’ algorithm. Since the internal node stores the bigger

We construct a result list denoted asR'-iSt, whose element is defined as(Score, F|D>.

Specifically, the SCOre represents the relevance of the document dFID to the query, and is
calculated according to Formula (1). The RListstores the k accessed documents with the
largest relevance scores to the query. The elements of the list are ranked in descending
order according to the Scoré  and will be updated timely during the search process. Here,

h . ; . .
k"score genotes the smallest score in the RList Following are the detail of GDFS
algorithm in Algorithm 2.
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Algorithm 2 GDFS Algorithm on index tree T

RList «— GDFS(IndexTreeNode V) :
if (the nodeV is not a leaf node) then

if (Score(Dv,Q) > k™Mscore ) then

GDFS(V-hehildy.

GDFS(Vchild ).
else return;
end if

else if ( Score(Dv.Q) > k™Mscore ) then ,\) .

Delete the element with the smallest relevance score from RList -

Insert a new element<Score(DV’Q)’V'FID> and sort all the elements of@Z

end if
return; @
end if x)

C. The Construction for Scheme X(

In this subsection, we construct the multi- rd ranked search scheme by integrating
splitting operation and secure transfopm to the” rypted index. The scheme
includes two phases: the construction Q[é\prypted i d the search process on index
tree.

1) The Construction of E dex

@ Sep(h) > SK. pe ot Igorlthm 7‘as the security parameter. The data
owner generates a r@ m (M vectorS as a spiting indicator and generates
two(m’Lm')X inverti Ie‘h&tnces v M as encryption matrix. Specifically,
Mis the s dictign , and™ is the number of dummy terms. The data

SK={S,M,,M,}
BuildindexTree(D) > T

owne puis a sy key as

o GenSecurt ex(D : First, the algorithm is called to

generate the ypted index tree T . Secondly, before encrypting the index

vector Dy , the data vector Dy is extended from M -dimensions
to +ﬂ2— imensions. Each extended element PIM+ 11 for 1 =1-Mis ot a5 a
ra number i . Thirdly, the data vectors are split accordmg to the indicate

@@tors after applying dimension-extending. The index vector D for each nodeVis

split two random vectors{DV‘Dv}. Rules are as follows: |fS[']_0, DV[']and DIll; is
set equal to Ov[1 ¢Sl1=1  Dulillgng Bililis set as two random values whose sum

’ "

equals to D[ Fourthly, the split data vectors {DV’Dv}are encrypted by the

invertible matrices{Ml’MZ} . Finally, the encrypted index tree ! is built where the

. 'v:{MlTD(anTDC}

node Vstores two encrypted index vectors .The data owner

outsources the encrypted searchable index tree to the cloud server until the whole

vectors stored in the index tree nodes are encrypted. In addition, the encrypted
document collection is outsourced.

The IDF values and the SRG also need to be calculated by data owner and distributed

to authorized data users. The IDF values of the keywords in the dictionary are calculated

according to the Formula (4). And SRG is constructed as it is introduced in Section 3. In
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addition, the documents are encrypted by symmetric key cryptography, and the encrypted
documents are uploaded to the cloud server.
2) The Search Process on Index Tree

o CenTrapdoor(BESK) > Tyge oo

116

Sear

interest keyword set W , this algorithm
semantically extends the query keywords based on the SRG to gain the extensional

query keywords seth. In order to tell the important degree between the original
keywords and the extensional keywords, it has to take the edge’s weight of SRG

into consideration. First, Q[']Will store a value associated withVi. The value is
calculated including three aspects :1) we set the semantic weight values of original
keywords as 1 and get the edge’s weight values between the original keywords and
the extensional keywords from SRG as the corresponding semantic weight\valyes.
However, when an extensional keyword is semantically related to seve?,o inal
keywords, we select the maximum value of edge’s weight val efween the

original keywords and the extensional keyword fro SRG as i |c weight
value; 2) If the keyword i is contained mV‘e/0 Q s the | ue of Vi If the

keyword Wi is an extensional keyword, @ S the t of IDF value
of Yiand the semantic weight edge’s value een 2@n orlglnal keyword. If
the keyword Viis an extensional keyw nd has (%han two semantic related
original keywords, Qlilgtores th uct of I %

edge’s weight value. If the k word Vi N tained m\,% Qliljs set as 0; 3)

Taking advantage of t a (3), \uery vector Q need to be normalized.
After these series o ess, th(;& vector @ stores the normalized value.

alue of Yiand the maximum

Before encryptmg query we extend the dimension of query
vector fr % , secondly. Thirdly, we choose
randomlym" )elem%t s from ™ elements set their values as 1, the rest are
set a Q 0 rthly, tor Q is split two random vectorst Q" QY on the
contrary=if Sl b 1 and Q' are set as two random values whose sum equals
to QL. IfS['] [11 and Q' are set equal to @1, Finally, the algorithm returns

M1Q, M3*
the tra dﬁ@ﬁ { 1 QW Mz Q} . And it needs to submit the trapdoor to the
cIou&%Eyer.

K) —»>R
@ we: ) = . With the trapdoor and the parameterk the cloud server
@cutes the algorlthm2 computes the relevance score of nodeVin the index
ree | to the query. The computation is described as in formula (10),

where " €U1QIM+i1=1 According to the algorithm.2, the cloud server returns
top- K identities of relevant documents to the data user.

v 'T\Mg

= (M] D})-(M{'Q") + (M} D) - (M3'Q")
= D' M;M{*Q’ + D" M,M3'Q"

=D, Q' +D}-Q"

=D, -Q+Z£r

= Score(D\,,Q)+Z:<9r (10)
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5. Performance

In this section, we show experimental evaluations of the proposed technique on a real
dataset: the RFC dataset [30]. Most of the experimental results are obtained with an Intel
Core(TM) Duo Processor (2.93 GHz), except that the efficiency of search is tested on a
server with two Intel(R) Xeon(R) CPU E5-2620 Processors (2.0 GHz), which has 12
processor cores and supports 24 parallel threads. The search efficiency of the proposed
scheme is compared with the method which is presented in [10].

1) Search efficiency

During the search process, if the relevance score at nodeV is larger than the minimum

relevance score in result list RList | the cloud server examines the children of the node;
else it returns. Therefore, lots of nodes are not accessed during a real search. W deno}e
the number of leaf nodes that contain one or more keywords in the query as%VE a

balanced binary tree, the height of the balanced binary tree is malntalne , and
the complexity of relevance score calculation is O(m) 1h us,4he time c of search

is O(OmI0gN) 'Note that the real search time is less tha 09N) The réasons includes
three aspects: 1) according to our search algorl hig y Iea that contain the
queried keywords are not visited, 2) the accessm of so ent leaf nodes share
the mutual traversed parts, 3) the parallel executiO

search efficiency .

of sea cess can improve the

The search process executed at the ¢ er mvol\égearchmg and computing the
similarity score. The search algorlth nates e top- X files have been returned.
We test the search efficiency pos e on a server which supports 24
parallel threads. The search %‘ ce is te spectively by starting 1, 4, 8 and 16
threads in our experiments re 6(&) s that when the size of dictionary and
document collection are figéd, the se vary with the parameter K . In Figure 6(b),
we compare the seam ency of heme with the recent work by Sun et al.[10].
For Sun et al.’s we c 0se 4000 keywords and divide them in 50 levels.

Consequently, ea% I con‘@g keywords. The experimental results show the higher
level the g ords res e higher the search efficiency is. We choose ten

keywords from.the 1% leve({the highest level, the optimal case) and another ten keywords
from the 26™ level (thd myiddle level, the average normal case) respectively for search
efficiency compari igure.6 (b) shows that if the query keywords come from the
middle level of@the search efficiency of our scheme is more efficient than Sun et
al.’s work. If éhe ery keywords are chosen from 1% level, our scheme obtains almost the

same effici s the Sun et al.’s scheme when we start 4 threads.
7 2100 T T T T
—©—Sun-1st level
00 1600 —5—Sun-26th level -
L [ —=—MSRR] - MSRR
2 50 £ 1100+ | = MSRRwith 4 threads | |
=4 £ —+—MSRR with 8 threads
5 s /
a /E < —
§ 60 3/@/tf § 600 = L"\"T ~__ /
5] 3/B/E o _—
g 40 = £ 100
= / =
20% 501
o -l
0
5 15 25 35 45 55 65 75 85 95 105 5 10 15 20 25 30 35 40
Value k for top-k retrival # of documents in the document collection(xloz)
() (b)

Figure 6. The Efficiency of a Search: (a) The Time Cost for Top- K Retrieval

with the Same Dictionary and Document Collection, N=1000,m=4000 ' ) tne
Time Cost for Different Document Collection with Different Methods
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6. Conclusion

In this paper, we solve the problem of multi-keyword ranked search over the encrypted
cloud data, and establish a variety of privacy requirement. The proposed scheme can
return not only the exact matched files, but also the files including the terms semantically
related to the query keywords. We construct the index tree whose data vectors store the
TF values to improve the search efficiency effectively. When inputting the query
keywords, keywords first are extended according to the semantic relationship graph.
Specially, the query vector is expressed as the IDF values of query keywords and
extensional keywords. After that, the trapdoor is uploaded to the cloud server. The cloud
server explores the “inner product similarity” to quantitatively evaluate similarity measure
to capture the relevance of outsourced documents to the query request. According to the

search algorithm, the semantic related top- K files are returned. Taking secu nd
privacy into consideration, a secure splitting k-NN technique is employed to t the
index and query vector, so that we can obtain the accurate ranked results rm well
protection on the confidence of the data.
As our future work, we will concentrate on the en ta c@)antlc keyword
search in order to confront with the more sophlstlcﬁo&%cy
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