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Abstract

Mobile technologies have enormous potential to transform ordinary institutions
content to electronic content. This change contributes to advance the level of performance
of these institutions, whether educational or services institutions. Therefore, developing
such applications using one of the well-known Software Engineering paradigms is
important to support the institutions. Most of educational organizations in Oman don’t
provide a clear mobile application architecture that supports different organizational
services. The significant purposes of these services are to provide an environment with
more malleable procedures, satisfying student’s needs, and achieving a quick access 10
information. Moreover, this paper proposes an extension tool to support students in all
educational fields to send their appeal against exams results via a mobile application that
integrates one of the well-known software architectures called Service-Oriented
Architecture (SOA). In this paper, Service-Oriented Architecture for post result mobile
application is used to integrate a set of services that have been implemented in a web
server with the existing post result application.

Keywords: Post Result, Service Oriented Architecture (SOA), Mobile Application,
HTTP, J2EE, JSON

1. Introduction

Providing a social and an educational mobile phone application is the intention of
almost all developers [1-3]. Mobile applications consist of a numerous number of
software that runs on a mobile device and performs definite tasks for the users. Mobile
application is a recent and a rapid developing segment of the global information and
communication technology, friendly, inexpensive, downloadable and implemented in
most of the mobile phones. Moreover, developing such application to support educational
fields is beneficial. Introducing mobile application technologies with internet has
successfully enabled educational institutions to provide their students and staff members
with various online educational services [4]. With the current developments in mobile
technology, further possibilities are emerging to come up with such services via mobile
devices. By extending the educational services to wireless medium, the educational
institutions can probably bring great convenience to those off-campus learners who do not
always have time to find internet enabled with computers to get the important information
from their academic institutions. This paper presents an ongoing research project which
proposes the development of a post result mobile application for students in different
education organization e.g. colleges and universities. This electronic tool will let the
students to send their appeal request against their exam result via their mobile phone. In
addition, appeal service follows a special service architecture called Service-Oriented
Architecture. SOA defines a set of key concepts of software architecture and their
relations, where a service can be integrated and elaborated with other components by
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following a model of publishing services and applications and their universal access [5-7].
It is a software design and software architecture design pattern based on discrete portions
of software providing application functionality as services to other applications [8].
Indeed, publishing these services “appeal against exam result” in different educational
institutions is advantageous for both students and lecturers since it reduces the time
consumed to do the same operation manually. Therefore, this paper focuses on providing
more details about appeal service with a context for a deeper understanding of services
and Service-Oriented Architectures for software solutions. The paper is structured in five
sections. It included related work, mobile application and SOA, case study for post results
mobile application using SOA and the conclusion.

2. Related Work

Mobile applications exposed new markets and infinitely extending the reach of
businesses. There is a worldwide affirmative influence of using mobile application. The
usage of mobile application in industrialized nation introducing key abilities to faculties
and people, societies of developing countries are invigorating themselves and making a
new type of IT arrangement. There are several mobile applications that use Service-
Oriented Architecture to implementing their application services. Therefore, the main
objective of this paper is to develop post result mobile application using SOA. Before
providing the details, it is worth to go via the previous studies to find out the main
concepts behind this idea.

In 2005, Chen and Kinshuk described a prototype for a mobile system of educational
services [9]. The prototype showed how mobile education service system can be a useful
complement to the current desktop systems. Both the students and the educators will
benefit from the mobile education system for convenient and instant access to education
assets. Moreover, Pramsane and Sanjaya presented a development of education services
based on Short Message Service (SMS) [10]. The university as an educational
organization has a great deal with the information that can be provided to the students,
such as grade release and enrollment information. Shahriza and colleagues studied the
utilization of mobile phone services in the educational environment, explored the nature
of mobile phone use among university students and investigated the perception of
university students on mobile phone uses in library and information services [11].
Therefore, a high majority of the respondents indicated that there is an increasing need of
mobile application and m-services in different sectors. Some previous researches
presented these m-services which can be implemented using SOA. For example, Sanchez-
Nielsen and colleagues discussed the importance of m-services that used SOA and
showed how this architecture in widely used in web services [12]. However, the
researchers proposed a service oriented architecture that addresses the different issues for
instance, dynamical integration of new services by providers at any time, dynamical
discovery of available services and the use of open source software to develop the
solution. Moreover, Herrington and Herrington presented the usage of mobile
technologies in higher education implications for future theory development [8].
Natchetoi and colleagues investigated a novel lightweight mobile SOA-based architecture
for business applications running on J2ME enabled devices e.g. cell Phones. The paper
introduced various techniques based on SOA for mobile devices [13]. In addition, Daniel
and Younas provided a literature which cussed on the challenges and problems which
might be faced during engineering of web application. Also, in this direction highlighted
the solution the research community worked on [14]. Regarding the security in mobile
applications, Payne discussed that there are significant challenges to building secure
mobile applications. However, he mentioned about the availability of ways to reduce
these risks. Here, the author discussed a few of the best practices associated with secure
mobile development [15]. Also, Lin and colleagues conferred high-quality articles
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describing security algorithms, protocols, policies, and frameworks for applications
running on modern mobile platforms for example android, iOS, and Windows phone [16].
As mobile applications grow, the researchers believe that mobile application security will
continue to be a rich research field. In order to implement these mobile applications for
the purpose of their current paper, the developers need to combine SOA with secure
components. Genevra and colleagues showed that SOA is a software design and software
architecture design pattern based on discrete portions of software providing application
functionality as services to other applications [17].

3. Mobile Application and SOA

There are different ways for improving the functionality and developing a mobile
application services. One of these influential approaches is SOA. While the SOA concept
which is used by many developers during their implementation phase of their systems,
SOA vary from existing distributed technologies in providing scalability and reusability
mechanism for developing different services. Furthermore, SOA with a universal
establishment of values has the enhanced reusability of existing resources or investments
in the enterprise and allowed different business to create applications that can be built on
top of new and existing applications.

3.1 Implementing Mobile Application Using SOA

Extending the benefits of mobile phone use is now the focus for countless development
projects. Although many technical projects target assisting aid workers or providing group
tools for whole communities, mobile phones have uniquely become easily accessible and
useful for individual users. SOA have turn out to be one of the most common architecture
as a way to support the business practices of an organization. Moreover, SOA is built
around services on a network that interconnect with each other. The services are loosely
coupled, have well-defined, liberated interfaces, and are sustainable. Furthermost business
applications oblige performing significant amounts of data processing, either locally or
across high-speed networks. However, currently most of current cell phones cannot
satisfy these requirements. The main difficulties that limit the development of business
applications on mobile devices remain to be unreliable network performance and limited
data storage. Therefore, using SOA as an approach will provide web service invocation,
data exchange, transformation, and interfacing with the user. SOA is a structural model
that contains a set of components such as web services technology that can be used and
integrated with other components. SOA is defined as “an application architecture with
which all functions are defined as independent services with well-defined invokable
interfaces that can be called in defined sequence to form business process” [18]. The
service will act as the core object in developing architecture. It provides an interface
where other components can interact and communicate with its capabilities over networks
using standard protocols. In mobile application, SOA is a back-end access that involves a
set of standards to exchange data. SOA can be implemented via web services including
different format for instance XML. Web service is a software application specified by a
unique URI that can be used through its interface. The service interface is encapsulated by
Web Services Definition Languages (WSDL). By the help of XML, WSDL will offer a
description via network services that allows SOA components to be used. Afterwards, it is
published in the Universal Discovery Description Integration (UDDI) which is known as
Broker or Registry. Next, the service can be transferred through message passing over
HTTP [19]. The basic architecture of SOA consists of three main components:
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Figure 1. Three Roles in Service-Oriented Architecture (SOA)

The first component is namely a Service Provider which is responsible for designing
and implementing services, specifying the interface to these services and publishing
information about these services in a central registry (directory service). The second
component is called Service Requester it is also called client or entity that requires certain
functions (services) to perform some tasks or it may be an application or service that
relies on interaction with a boot or some services. The third one is a Service Registry
(Broker) which is a location of service description (i.e. where the Service Provider
publishes a description of the service) [20]. The components mentioned above interact
with each other as given below:

» Publish - records a description of the service in the directory of services, covering the
registration of its capabilities, interface, performance and quality that it offers.

* Find — searches for services registered in the directory of services, provided that they
meet the desired criteria and it can be used in a process of business, taking into account
the description of the published service.

* Bind - this operation relies on the service requested or boots an interaction with the
service at runtime using the information obtained in discovery of the service.

3.2 Secure Mobile Application with SOA

A large-scale and a comprehensive SOA for secure mobile applications and
transactions was intended. Safeguarding an open architecture, similar to SOA, can prove
to be much more challenging than securing a closed system in traditional software
development [21]. There numerous challenges for instance:

o Comprehensive: many security services are provided by the architecture.

e Scalable:  provide the possibility for interlinking mutually independent

deployments.

e Modular: new services, functions and components can easily be added to the

architecture.

e Expandable: mobile applications can easily be linked to the architecture and can be

utilized its services.

e Open meaning that integration of new components is based on utilization of

standard-based web services and interfaces.

Based on this secure mobile applying using SOA, functions of all mobile applications
are exposed to mobile users as services. These services are easy and flexible to use for
end-users in the way that user can access services anytime, anywhere, and through various
communication channels. It is also accessible and flexible for service providers to manage
their mobile services.
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4. Case study: Post Result Mobile Application Using SOA

The developers of the current research decided to develop post result mobile
application using SOA for students. This application is an educational tool that is used to
support the students during their studies. This system provides appeal service which is a
new service that can be accessed using android devices. Students can send their appeal
request during the appeal duration and waiting for the results. This enables the students to
check the appeal results. At its most basic, the proposed approach as services aimed to
implement educational mobile application (Post Result Mobile Application) using SOA
concept. The two services will use the concept of SOA in terms of implementing the
services in remote access server and receiving the students’ data. System requires the
students to use their institution id and password in order to access the application. The
application is not a replacement for any certain existing systems. Moreover, the current
developers follow SOA as services where they use some services provided by providers.
In order to make this application more flexible, the developers connected the apps to
remote access where all students’ details have been stored. Although, the application
developed using J2EE platform which is the dominant development platform for SOA
applications, SOA is not by any means limited to this platform. Platforms such as J2EE
does not only deliver the framework for developers to naturally participate in the SOA,
but also, by their essential nature, bring a mature and proven infrastructure for scalability,
reliability, availability, and performance to the SOA world. Newer specifications such as
Java API for XML Binding (JAXB), used for mapping XML documents to Java classes,
Java API for XML Registry (JAXR), used for interacting with the UDDI registries in a
standard manner, and Java APl for XML-based Remote Procedure Call (XML-RPC),
used for invoking remote services in J2EE 1.4 facilitate the development and deployment
of Web services that are portable across standard J2EE containers, while simultaneously
interoperating with services across other platforms such as .Net.
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Figure 2. The Overall Architecture of the Proposed Approach

Figure 2 demonstrates the framework of post result mobile application that integrates
different components using SOA architecture. The figure illustrates the services that
system provides to students, including login services and change password as
authentication module. Moreover, Figure 2 shows appeal forms and appeal result as
appeal operation module. All services can use the database that stores all students’ related
information. Besides, once the student has the right to access the application then he/she
will be able to use the other services. Also, Figure 2 illustrates the request across the
network to access the services via JSON (JavaScript Object Notation) which is a
lightweight data-interchange presentation. It is based on a subset of the JavaScript
Programming Language to respond to the client with accurate data.
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4.1 Developing Post Result Mobile Application Using SOA Concept

Based on the above framework, researchers can apply SOA to be used for building new
post result mobile application using services provided by service providers. These
services will be in form of JSON data received from remote server. So, the new system
will be composed of independent services supplied by the providers.

Therefore, the requirement for developing new service:

«»+ Server: create services and publish them for public use.

¢ Client: access for requesting a desired service required to build a system.

«» Services: implemented functionalities that will be created by a server.

«+ Database: store services those are created by a server.

4.2 Secure Post Result Mobile Application with SOA

The proposed system introduces a special service to secure the application and the data
provided by the system. The application used serval services within architecture that
implemented as a separate security layer within a set of infrastructure services. Moreover,
these services will be accessing via URL which in supported by service provider. “A
service is a mechanism to enable access to one or more capabilities, where the access is
provided using a prescribed interface and is exercised consistent with constrains and
policies as specified by the service description” [22]. In the current system, the developers
provide an interface that materialized the authorize user while login to the application.
Furthermore, by using of SOA concept the application implemented a service that sends
an email when the user login to the system. This property of the service will eliminate the
threat or decline the vulnerability. In addition, these services will be implementing using
web service technology. Web service will provide authentication, confidentiality, and a
reasonable level of message integrity between the application users and the main services
that are provided by the service provider. In the extended communications framework of
SOA, there is no direct access from the users to the service. The only way is the users can
interact via a well-defined interface to access the services. This is a strong point to protect
the services and the data of the application.

LOGIN  SERVICE

— .
Students who use the #
— ¥ —* | Authorize the users before access
mobile application
| other mmponems

RESPONSE

Receiving data like
Success: 1, Fail: 0

FORMATE: JSON/XML

Figure 3. Using the Service API and Login Service to Secure the Proposed
System

5. Conclusion and Future Work

This paper proposes an educational approach that supports mobile phone application.
The proposed approach uses SOA to provide flexible functionalities for the system. This
paper claims that neither similar tool using SOA nor were services available in the
literature. Therefore, the best alternative is to develop that service as software then
publish it in the cloud and integrate it with the new system. The researchers established

252 Copyright © 2015 SERSC



International Journal of Multimedia and Ubiquitous Engineering
Vol.10, No.9 (2015)

login service, change password service and appeal service with the use of SOA. In future,
developers will distribute the admin service in internal repository to be available on the
same mobile app. Moreover, this service will contain update appeal request, delete appeal
request and other services. In addition the researchers will expend the idea to cover more
other mobile platforms for instance, 10S platform.
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